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Applying More Aggressive Filters to GEE Whiz™ www.omni-ts.com

GEE Whiz installs with a default set of filters and special lists for anti-Spam purposes. The settings for those filters
and lists are maintained in a special set of files located in the GEE\TMPLTS directory. Normally, you would manage
filters or modify addressees in the SPAM-Control lists using the GEE Whiz Admin web console. We have included
three files that are pre-configured with settings that will make GEE Whiz more aggressive from the initial deployment,
or improve it’s aggressive stance at any time.

You can apply these files directly to an installation by copying them into the GEE\TMPLTS folder. Note — Omni
strongly recommends that you examine the filter files and copy specific lines from the content of these files into the
existing files. You must unload and reload GEE Whiz in order for changes to filter files to be read into memory and
become effective. The best approach is to isolate specific regex statements from a filter, copy it into the respective
existing file, unload and reload GEE / GEE Whiz and monitor both the daily log file and the Filter Quarantine to see
the results from a given regex statement. If a regex statement is causing a problem, then you can delete the regex
filter using the GEE Whiz Admin web console without having to unload GEE Whiz.

Apply a More Aggressive File-Name Attachment Filter

The ATTFILT.TXT file contains the list of file types based on known file extensions, e.g. *.COMS$ (note that the “$”
denotes that the listed extension must match the last part of the entire file name. We have added extra Regular
Expressions or “Regex” written by experienced GEE Whiz administrators to combat known Virii attacks. Each of the
Regex lines are documented in the file.

Apply a More Aggressive Content Filter

The CONTFILT.DAT file contains “Regex” statements that define the different content filters that are applied against
all email. This file normally cannot contain any commenting, so we have included an explanation for each Regex line
in this file below:

Purpose: Match content with this phrase
Regex: 7-bit ASCII encoding

Purpose: Match content with word “[M]ortgage”
Regex: \[M\Jortgage

Purpose: Match content with word “viagra”
Regex: viagra

Purpose: Match content with this URL
Regex: http://chlending.com

Apply a More Aggressive Header Filter

The HEADFILT.DAT file contains “Regex” statements that define the different header filters that are applied against all
email. This file normally cannot contain any commenting, so we have included an explanation for each Regex line in
this file.

[From] Filters

Purpose: Virus with this From tag
Header Name: From

Regex: “Email System”

Match Start: Enabled
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Purpose: Virus with this From tag

Header Name: From

Regex: “ms internet message storage system”
Match Start: Enabled

[Subject] Only Filters

Purpose: Netsky.C Removal

Header Name: Subject

Regex: Ms{0,1}(noticel|its me[l\x27m back!|last chance!|lol|Re: <5664ddff\x3F\$\x3F\x3F\xBA2>|notification
denied!|Question|believe me|Re: (hellojimportant|hilexcuse me|hey exception|information)|something for
you|you\x3F|Re: Re: Re: Re: re: take it errorlillegal...|goodmorning|private\x3F|stolen|Here it is|info|what\x27s
up\x3F|moin|warning fake\x3F|Re: unknown dear|hello|important|Yep Re: does it|\x3F hi read it
immediatelly|hey trust me|question|report|Status|Delivery Failed)\s{0,5}$

Purpose: Netsky.D Removal

Header Name: Subject

Regex: Ms{0,1}Re: (Approved|Details|Document|Excel file|Hello|Here|Here is the document|Hi|My details|Re:
Document|Re: Message|Re: Re: Your document|Re: Thanks!|Thanks!|Word file|Your
(archive|bill|details|document|letter|music|picture|product|software|text|website))\s{0,5}$

Purpose: SWEN Removal

Header Name: Subject

Regex: "s{0,1}(New Network Critical Pack|Error AdviceHelp Please..|New Net Critical Update|Abort
Advice|Net Patch|Failure Letter|Help Please..|Failure Report|barcharts|Bug Announcement|Casino!|Evaluator)
\s{0,5}$

Purpose: Block based on text — suspected Virus
Header Name: Subject
Regex: Check this out kid!!!

Purpose: Block based on text — suspected Virus
Header Name: Subject
Regex: Linda Carroll

Purpose: Block based on text — suspected Virus
Header Name: Subject

Regex: Failure Letter

Match Start: Enabled
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Purpose: Block based on text — drug related
Header Name: Subject
Regex: xanax

Purpose: Block based on text — drug related
Header Name: Subject
Regex: valium

Purpose: Block based on text — suspected Virus
Header Name: Subject
Regex: barcharts

An Example of Handling Nasty Emails

Included in the \Docs folder are two sample emails (Sample1 and Sample2) which are showing a particular
nasty type of email since we cannot decipher plain language text. In particular, Sample2 caused the user’s
PC to spike to 100% utilization as soon as the GroupWise client was opened. These emails had no effect if
opened with SMTP compliant email reader or through WebAccess. To combat the two examples that we are
showing, you will find the following filters in the CONTFILT.DAT and HEADFILT.DAT files:

HEADFILT.DAT Filters

Purpose: Block based on nasty characters (See Sample1.pdf)
Header Name: Subject
Regex: {'§U=@OwnAE&#776;i4 U}

Purpose: Block based on nasty characters (See Sample2.pdf)

Header Name: Subject

Regex: »10- o o o
AUEENS'aI&#776;30 4 °a,Céwww.gwgz.comuCA Y2 al&#776;Aa-N36 V4] °aj+£-OA»§A:| °gtcjbj+,AUAE:| °666
666iti£

CONTFILT.DAT Filters

Purpose: Match content with this URL (Sample1.pdf)
Regex: http://www.isuptou.com/rich.htm

Purpose: Match content with this URL (Sample2.pdf)
Regex: http://www.55188.net/downs/soft/643.htm

Purpose: Match content with this URL (Sample2.pdf)
Regex: ftp://mycode:downcode@219.129.216.133/pub/dxsy6.exe
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Sample 1 Email

From: T-1»s3y%-+ [mailto:wkk2w.bOszr @diyserver.net]
Sent: Tuesday, August 24, 2004 6:16 AM

To: honway @hotmail.com

Subject: (1§Un@OwnAE i 1;!

Sender: "“I-I»s3y3%-+" <wkk2w.b0szr @diyserver.net>

Reply-To: ahew(002@ahoo.com.tw

Date: Tue, 24 Aug 2004 17:59:57 +0800

X-Priority: 2

X-MimeOLE:Produced By Mircosoft MimeOLE V6.00.2600.0000
Return-Path:ahew(002 @ahoo.com.tw

[honway @hotmail.com]
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Sample 2 Email

From: <cgfjcgtyjegftjy @fxgk.dfh>
To: <achristie @abc-md.org>
Date: 8/7/2004 8:55:30 AM
Subject:

o »JO-AdEEN§ 1Al 364 °a,Céwww.gwgz.comuCA Vs 1l AAX N3G °a; +£-OA»§ Atz °gtcjb
£, AUAE:[°666666;+;£

»JO-AdEeN§ 1Al 364 °a,Céwww.gwgz.comuCAYs 1Al AAXN35L4]°a; +£-0A»§ Al °gtcjbj+, AUAE: | °6666
66;+;£

AG°AL;

»JO-AdEEN§ 1Al 364 °a,Céwww.gwgz.comuCAYs 1Al AAXN3GL4]°a; +£-0A»§ Al °gtcjbj+, AUAE: | °6666
60j+i£

»U'*ApuAT-N§, EEeCeOPYA| a£~42AEC (IEAUT 3 1EY4Y4ES X40D  E+aAlf~ EEIOPY4I aAUIATE£
¢ODA;EO"EOu;£
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EPARSIIBECOsO®AUSIEAUT O OPAGXNIAOG: (OOTAOEEu@OXA Y4 EIAO®)
http://www.55188.net/downs/soft/643.htm
ftp://mycode:downcode @219.129.216.133/pub/dxsy6.exe

IIBECOpO® Al XA Ava

1 E°£] T» 34uiB2+3

2 60IBECEGAUIR

3 O6NuOUESEDODN°00 6A£IE

4 14C°X ¢IOEVA U2 ValaEo

5 E®@%ACEC 6+3%40°

6 120IAD; EVal”

7 AUA; XO160eDII-XOI6E+0»25 E
8 ugurAAAi»aX u-

9 Ai;OFe sIAO +Oug

%k %k %k %k k

The list continues for several pages
Kk k k k
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3k %k %k %k k

The non-readable text continues for many pages
%k %k k k *k

ViV4E6;X200D; E+VCDYAING1AATE-~3%4 CEAGID ¢ £
TOACEUy AAGOAJA61a%6+160a%E~2¢EeEt(O-AiA DAZI-CD 2 1EYY4 £
Aaippg>>°£°()2 1-55570271£~55570388£-55570104£-55570293£-65028275
“«O@pe»°£2021-65010007
[pOX£Pwww.gwgz.com
uc OOFETi£°shgtgx @vip.sina.com
shgtgx@vip.163.com
shgtgx @gwgz.com
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