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Thank you for your interest in GEE / GEE Whiz for GroupWise and NetMail. We hope
you find GEE / GEE Whiz to be trouble-free and easy to use. Please contact us by email
at support@omni-ts.com if you have questions about GEE / GEE Whiz (see "How to
Obtain Technical Help” in the Appendix A).

GEE / GEE Whiz is published by Omni Technology Solutions Inc. For additional
information on GEE / GEE Whiz or other products published by Omni Technology
Solutions, go to: http://www.omni-ts.com.

GEE / GEE Whiz is the product of Submersion Corporation. For additional
information on Submersion Corporation, go to: http://www.submersion.com.

Other products mentioned throughout this publication are the property of their respective
owners who hold the copyright, trademark and other intellectual marks and rights
governed by international law.

© 2002-2004 Submersion Corporation. This publication may be reproduced in whole or in
part by individuals or organizations whom evaluate and use GEE / GEE Whiz under
license from Submersion Corporation. This publication may not be used as a training
manual. For training materials, please contact Omni Technology Solutions Inc.
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Preface

Thank you for your interest in GEE / GEE Whiz, a leading product for protecting
GroupWise and NetMail email environments from the dangerous threats present on the
Internet. This manual provides administrators with sufficient information to best deploy
GEE / GEE Whiz.

Submersion Corporation and Omni Technology Solutions Inc. have spent years
collaborating together to design, produce, distribute and support a leading edge email
protection product. This publication is based on GEE / GEE Whiz version 1.4.11 but can
be used to manage any of the 1.4.x versions of the product. It includes screenshots from
various recent GEE Whiz versions.

This publication is the combined effort of the developers of GEE / GEE Whiz and the
technical support staff and includes information derived from the customer support
incidents, the GEE / GEE Whiz Web Forum, and customer comments. We have
organized this publication into the following chapters and appendices:

Chapter 1 — Combating the Threat. We discuss the threats that face
administrators and users of corporate email environments. The features and
technologies of GEE / GEE Whiz are examined to see how we combat those
threats.

Chapter 2 — Installing GEE / GEE Whiz. We discuss the system requirements
for GEE / GEE Whiz and the necessary planning required for a successful
installation. Next we look at how to download the installation files and the types
of licenses. A step-by-step procedure is explained for both an upgrade and new
installation.

Chapter 3 — Configuring GEE / GEE Whiz. After a successful installation, we
examine the initial configuration of GEE / GEE Whiz and discover the tools to
manage the product. We discover how GEE / GEE Whiz works by discussing
message flow, general administrative routines and the major feature sets. We
then take a look at some tips for protection against disasters. Finally, we will take
a look at the signature and statistics features in GEE / GEE Whiz.

Chapter 4 — Solving Problems. From the customer support incidents and the
knowledge base, we have compiled a troubleshooting guide that will allow you to
resolve the most common GEE / GEE Whiz problems encountered during your
evaluation.

Appendix A — How to Obtain Technical Help. An explanation of the support
and maintenance available during and after your evaluation period.

Appendix B — GEE Whiz Best Practises. From the GEE Whiz Product web
pages, this is a copy of the “Best Practises” web page.

Appendix C — Using the Bayesian Classifier. — From the GEE Whiz Product
web pages, this is a copy of the “Bayesian Filtering” web page.

Appendix D — Open Source Components. GEE / GEE Whiz incorporates
many open source project components, so we give credit to those invaluable
resources.

Appendix E — End User License Agreement. Here you will find the written
copy of the EULA for GEE / GEE Whiz.



Chapter 1 —Combating the Threat

Interrupting Email and Network Services

Security professionals and hackers alike recognize that email services are known to be
one of the weakest entry points into corporate network environments. More volume of
data passes into and out of business daily through email then any other single venue.
Although users generally perceive the threat to be from virus infected attachments, the
true threat is in the form of a denial of service attack against management, employees
and customers.

Since POP/IMAP and SMTP email standards were never designed with security in mind,
it is easy to introduce malicious data into email and deliver it to the unsuspecting user. As
administrators, we need to be vigilant in recognizing the threats and risks and we must
constantly monitor and prevent the entry of malicious data.

From our perspective, malicious data is any information that can lead to a denial of
service, including virus-infected email and unsolicited commercial email (SPAM). Any
data imbedded into emalil that can cause the destruction of data, or would prevent people
from conducting normal business activities is malicious and must be dealt with.

Introducing GEE / GEE Whiz

So how do we combat malicious email? Usually with one or more third-party products
that are designed to prevent the delivery of malicious data. To be effective, anti-
malicious data protection software for email environments must include the following
traits:

must be able to accurately detect email that may carry virus-infected attachments
or contain malicious code embedded in the content of the email.

must be able to accurately predict the probability that an email message is SPAM
and based on that probability decide what to do with the email.

includes filtering technology that examines the header, content, attachment
attributes, and attachment file-type and file-name.

must be able to handle a high volume of email.

provides an web-portal management interface that enables the ability to remotely
manage how the product analyzes and handles the email.

Enter GEE / GEE Whiz, one of the most efficient and cost-effective anti-SPAM and anti-
virus email protection products available for GroupWise and NetMail environments. The
current 1.4.8 version includes the following features and capabilities:

easy to install .NLM based file onto a NetWare server and does not require any
kind of schema extension of NDS/eDirectory. GEE / GEE Whiz usually can be
installed, initially configured and operational within ten minutes.

includes a server console interface that provides real-time monitoring of email as
it is processed by GEE / GEE Whiz.



includes a mini web server that hosts the web console administration interface
where the bulk of the administration is performed. With the exception of loading,
unloading and minor server administrative tasks, GEE / GEE Whiz can be
administered from any PC that has a web browser with access to the IP address
of the GEE / GEE Whiz server.

ability to support GroupWise environments at the GWIA level offering protection
of both inbound and outbond email. GEE / GEE Whiz 1.4.x offers no protection
for email between GroupWise users in the same GroupWise system.

ability to support NetMail environments at the message queue level offering
protection for inbound and outbound mail, and internal mail between users in the
same NetMail system.

state-of-the-art filter technology that can filter email based on characteristics in
the header or body of the email, and based on the attachment file-type, file-name
or file attribute. Filter controls allow administrators to automatically strip
attachments and / or quarantine email that matches a filter condition

comprehensive SPAM control technology that includes the use of Spam
Assassin rulesets, Bayesian textual classifier, and Realtime Blackhole List
matching. SPAM control evaluates characteristics of the header and content of
email against known attributes of SPAM email. Each emalil is assigned a GAS
(GEE assigned score) value which rates the probability that the email is actual
SPAM. Based on probability, administrators can identify potential SPAM email,
forward SPAM email to a special SPAM email account, auto-delete SPAM email
or quarantine SPAM email.

ability to use the anti-virus protection software of the customer’s choice. GEE /
GEE Whiz uses the anti-virus protection software installed on the NetWare
server hosting GEE / GEE Whiz. Anti-virus control allows administrators the
ability to automatically delete mail, or quarantine mail, or remove infected
attachments are replace them an advisory text message.

has been tested at handling 5000 emails per hour on a single processor PIIl 600
MHz server with 528 MB of RAM.

Help is a Click Away

If you run into a problem or need a question answered, help is just a click away.

most of the field titles in the GEE / GEE Whiz administration web console are hot
linked to an appropriate help window.

there is a great deal of information available in the “GEE Whiz 1.4.x Forum”
hosted by Omni at http://www.omni-ts.com/Forum.

Omni offers a free web seminar on GEE Whiz, hosted by a senior product
specialist who will answer any technical question related to the product. You can
register for the web seminar at http://www.omni-ts.com and then select “Web
Seminars”.

you can also send an email to the Omni support team at support@omni-ts.com.

Before you start pounding the keyboard to compose your first help email, read “Chapter 4
— Solving Problems” first.



Chapter 2 —Installing GEE / GEE Whiz

Successful Installations and Upgrades

Installing or upgrading GEE / GEE Whiz is a straight forward process that includes:
verify that all necessary prerequisites are met
prepare the server
perform an upgrade or a new installation

verify a successful upgrade or installation

Verify Prerequisites
The prerequisites to install GEE / GEE Whiz are minimal:

Hardware Prerequisites

Since GEE / GEE Whiz normally installs on either the server running the GroupWise
GWIA or directly on the server running NetMalil, it should meet the hardware
requirements for either GWIA or NetMail and include additional disk storage space for
guarantined files and work directories, and extra RAM to support additional processing.
The recommended hardware minimums are:

Pentium 1l processor or equivalent,

an additional 128 MB of RAM over minimum requirement for the server and
GWIA or NetMail.

a minimum of 35 MB of free disk storage space on the SYS: volume (for default
installation).

a recommended minimum of 750 MB of free disk storage space on the SYS:
volume (for the default installation) to hold the GEE directory structure, for work
space to process email and for Quarantine directories. The work directories can
be located on any volume so sufficient free space must be available on the
volume containing the work directories.

Operating System

GEE / GEE Whiz must be installed on a NetWare server:
NetWare 4.11, 4.12 or 4.2 (minimum SP 9), or
NetWare 5.x (recommended latest SP), or

NetWare 6.x (recommended latest SP).



Email Systems
GEE / GEE Whiz will provide protection for the following email environments:

GroupWise 5,5, 5.5 Enhancement Pack, 6.0, and 6.5 (recommended latest SP)
NetMail 3.1x and 3.5x (recommended latest SP)

GEE / GEE Whiz should be installed on the server hosting the email system. This
minimizes the transfer of mail packets between servers. This usually means that GEE /
GEE Whiz should be installed:

on the server hosting the WPGATE\GWIA directory structure for the GroupWise
Internet Agent, or

on the server hosting the NetMail system, or

on the server hosting the WPGATE\GWIA directory structure when GEE / GEE
Whiz is deployed into an environment that contains both GroupWise and NetMail
and where all Internet mail is directed through the GWIA, or

on a NetWare server running GEE / GEE Whiz set to scan NetMail services
running on a different NetWare server, Linux server, or Windows NT/2000 server.

Administrative Rights

You must use a user that has necessary rights to install software onto the NetWare
server. The GEE.NLM file will authenticate using the full NDS name and password that
was used to install GEE / GEE Whiz. Normally, you would use an administrative account,
but you can create a “geewhiz” account and grant it Supervisor rights to perform the
installation. After the installation, reduce the rights of the “geewhiz” account to have
Supervisor rights on the GEE directory structure and the GWIA directory structure (for
GroupWise) or the NetMail directory structure.

Anti-Virus Software

If you are going to use GEE / GEE Whiz as part of your anti-virus strategy, anti-virus
software must be installed and active on the NetWare server before installing GEE / GEE
Whiz. Most NLM-based anti-virus software will work with GEE / GEE Whiz. Popular
choices include:

Kaspersky Anti-Virus for NetWare — www.kaspersky.com

Sophos Anti-Virus for NetWare — www.sophso.com

eTrust Anti-Virus for NetWare — www.etrust.com

Server Protect for NetWare — www.trendmicro.com

Symantec Anti-Virus for NetWare — www.symantec.com

Panda Anti-Virus for NetWare — www.pandasoftware.com

McAfee NetShield for NetWare — www.mcafee.com

Norman FireBreak for NetWare — www.norman.com

Regardless of the Vendor, your choice of anti-virus software must be able to permit real-
time scanning of the file system, it must support the ability to exclude directories or
volumes, and it must support the ability to “purge”, “delete”, “quarantine” or “move”
infected files.

Note — there are specific configuration requirements for anti-virus software to
permit accurate and reliable protection. Please refer to the “Configure Anti-Virus”
later in this Chapter.



Download GEE / GEE Whiz

You can download GEE / GEE Whiz from www.omni-ts.com. The version on the website
is always the most up to date. To download or to update your version of GEE/GEE Whiz,
go to www.omni-ts.com, choose “Products” and then select “GEE Whiz Anti-Spam & Anti-
Virus”. Click on the “Download” icon and follow the appropriate links.

If this is your first of any Omni product, please complete the web form and create a user
profile. Remember the email account and password for your user profile as that is the
information required to access the Omni download site in the future.

If this is your first download of GEE Whiz, please choose the selection for the first time
download and create a 30 day trial license.

If this is an upgrade download, choose that you have downloaded GEE Whiz before and
you will be taken directly to the download site.

Obtaining a Trial License for GEE / GEE Whiz

When you download GEE / GEE Whiz for the first time, you should create a 30-day trial
license. To try the GEE Whiz anti-spam/anti-virus functionality, you must download the
30-day trial license.

Note - If you do not create and download the trial license file, GEE / GEE Whiz
will only provide GEE anti-virus functionality for the first 1,000 messages it
receives. Once you have reached the limit GEE / GEE Whiz will inform you (via
an on-screen message) that it is no longer scanning email and is only acting as a
relay (allowing all messages to be delivered to the recipient).

When you complete the web form to create a trial license, you will be asked for your
server name and your GroupWise Domain name (for GroupWise licenses only). Please
ensure that you provide the common name for each and ensure that names are spelled
correctly. If there is a misspelling of the server name, you will get an error when you try
to apply the license file. The trial license is effective for 30 days starting on the date that
you create the license (not 30 days from the time that you install GEE / GEE Whiz). If
you need to get a new trial license, send an email request to

licensing@omni-ts.com or call 780-423-4200.

To apply the 30-day or the full license file, follow the steps described in the installation
instructions later in this chapter.

Types of Licenses
There are four license modes for GEE / GEE Whiz:

Demo mode — if you install GEE / GEE Whiz without a license, GEE / GEE Whiz
will switch to Demo mode, process the first 1000 email messages and then
provide an error message and switch to a non-protected relay. As a non-
protected relay, GEE / GEE Whiz will forward emalil in either direction without
performing any processing. In Demo mode, SPAM Control features are
completely disabled.

Trial License — provides a full function license with support for 30 days. You can
perform an upgrade within the period of a Trial license and have full access to all
product features. You also have access to email and telephone support.

Full License with Support — this license allows full access to the product
features, and is upgradeable to newer versions. You have full access for
technical and configuration support by email and telephone. Price protection is
also included with this license type.



Full License — this license allows full access to he product features. You cannot
upgrade to a new version of GEE / GEE Whiz. You have access to email or
telephone support but will be billed on a per incident/per hour basis. Price
protection is not included with this license type.

License support for GEE / GEE Whiz on NetWare 6 clusters is also available. If you wish
to trial GEE / GEE Whiz on a cluster environment, please send your request to
licensing@omni-ts.com and provide a contact name and telephone number.

You can purchase GEE / GEE Whiz either online through our secure ecommerce server,
or by telephone, email, or fax. Once payment has been confirmed, you will be provided
with the license by email.

Prepare the NetWare Server

Confirm an Error Free Status

Run a DSTrace on your server and confirm that there are no time synchronization or
NDS synchronization errors.

Apply Service Packs

We highly recommend that you apply the latest Service Pack (SP) for NetWare and for
GroupWise and / or NetMail. If there are individual fixes for the TCP/IP stack, they should
be applied as well.

If you are installing GEE / GEE Whiz on NetWare 4.12/4.2 server, you must apply SP 9
before proceeding to the next step.

Preparing NetWare 4.x Servers
After you apply SP 9, perform the following steps:

1. Inthe service pack directory on the server, (Usually SYS:\NW4SP9), go into
TOOLS\COREDUMP directory, and copy the following files to a floppy disk:

2. Down the server to the DOS prompt (By typing “down”, press enter, type “exit”,
press enter, at the server console).

WS2_32.NLM WSPIP.NLM
WSPIPX.NLM NSPSAP.NLM
NSPNDS.NLM NSPDNS.NLM
WSDBE.NLM LOCNLM32.NLM
UNI_932.NLM UNI_437.NLM
UNI_936.NLM UNI_737.NLM
UNI_949.NLM UNI_775.NLM
UNI_950.NLM UNI_850.NLM
UNI_1250.NLM UNI_852.NLM
UNI_1251.NLM UNI_855.NLM
UNI_1252.NLM UNI_857.NLM
UNI_1253.NLM UNI_860.NLM
UNI_1254.NLM UNI_861.NLM
UNI_1255.NLM UNI_862.NLM
UNI_1256.NLM UNI_863.NLM
UNI_1257.NLM UNI_864.NLM
UNI_1258.NLM UNI_865.NLM
UNI_MON.NLM UNI_866.NLM
UNI_UPR.NLM UNI_874.NLM



3. Copy all the files from the floppy disk to the C:\NWSERVER directory. (Type
“copy a:\*.* c:\\nwserver”.)

4. Load the server from the DOS prompt. (Type “server” and press enter).
5. Edit AUTOEXEC.NCF, and add the following search path if it does not exist:
"SEARCH ADD C:\NWSERVER” (no quotes).

6. Add the following commands to AUTOEXEC.NCEF, in this specific order (no
guotes):

"load LOCNLM32"
"load WSDBE”"
"load WS2_32"
"load WSPIP”

7. Edit GEE.NCF and add this line to the top of the file (no quotes):
"load clibaux”

8. Restart the server, and GEE / GEE Whiz should now be ready to run on Netware
4.x server.

Note — there are important post-installation steps that need to be completed after
the installation is completed. Please refer to “Post Installation Tasks” at the end
of this chapter for more details.

Configure Anti-Virus Software

If you are going to use GEE / GEE Whiz as part of your anti-virus strategy, anti-virus
software must be installed and active on your NetWare server. Before installing GEE /
GEE Whiz, your anti-virus software should be configured to perform real-time scanning
on the volume where GEE / GEE whiz will be installed. Upon discovery, Infected files
must be deleted (purged) or quarantined (moved).

Note — We do not recommend configuring anti-virus scanning software to “fix” or
“repair” infected files. This action will prevent the Anti-Virus checking feature from
working as designed and the risk is high that email with infected attachments
will be delivered to recipients.

We also recommend that you ensure all patches, security updates and most current
signature file updates are applied to your anti-virus software before installing GEE / GEE
Whiz.

Disable NetMail Agents

NetMail has a set of agents designed to combat malicious email which will prevent GEE /
GEE Whiz from processing email. To ensure that GEE / GEE Whiz will function correctly,
you should:

From NetWare Administrator or the NetMail Web Administrator interface, disable
and delete the Anti-SPAM Agent.

From NetWare Administrator or the NetMail Web Administrator interface, disable
and delete the Anti-Virus Agent, or decide to use the Anti-Virus Agent with GEE /
GEE Whiz. If you continue to use the Anti-Virus Agent, antivirus statistics in GEE
Whiz will not report any changes.



To disable and remove the Anti-Virus Agent, perform the following steps:
1. Unload NetMail.

2. Using NetWare Administrator or the NetMail Web Administration interface disable
and delete the Anti-Virus Agent.

Rename the SYS:Novonyx\mail\dbf to SYS:Novonyx\mail\dbfold
Load NetMail

Prepare for Upgrading Existing GEE Whiz Installations

If, during the evaluation period, a minor revision of GEE / GEE Whiz is released, you will
be permitted to download the newer version and perform an upgrade installation. A
critical step in the upgrade installation, is to create a backup copy of the SYS:\Gee
directory structure. Depending on the type of logging and the size of the Quarantine
directories, this can take a considerable amount of time. We recommend that you:

navigate to the SYS:\GEE\Logs directory and reduce the number of log files to
the last seven days.

enable auto-purge feature of each active Quarantines (Filter, Anti-SPAM, and
Anti-Virus) and set purge to between three and seven days.

Perform the Installation

For the purposes of this document, the product names “GEE” and “GEE Whiz"” are
interchangeable. GEE has no the anti-spam options, otherwise it functions like GEE
Whiz. GEE / GEE Whiz is distributed as a self-extracting NLM.

Note - When you install or upgrade GEE Whiz, it will not start to process emails
until you have selected the "Enable GEE Whiz" in the General Section of the
GEE Whiz Admin web console and until you have enabled GEE Whiz for
GroupWise and/or GEE Whiz for NetMail.

Unzip the contents of the GEEWHIZ-INSTALL.ZIP file that you downloaded into a
directory on your SYS volume. This directory is referred to as the GEE Whiz "Extraction
Directory”. You should also save an unused copy of your GEEWHIZ.LIC file in this
directory. This should be a different directory than the one into which GEE Whiz will be
installed. We recommend a directory name like GEEINST. If you are upgrading from a
previous version of GEE Whiz and you have folder for the previous installation files, then
you should rename that folder as GEEINST.<version> e.g. GEEINST.1410

Note - The Extraction Directory name must have a maximum of eight characters
and have no spaces. If there are more than eight characters, GEEINST.NLM will
create a SYS:\GEE directory but will not install any files into the SYS\GEE
directory. It may also report an inability to decompress files into the SYS:\GEE
directory. See “Preparing for Upgrading Existing GEE Whiz Installations” above.

Important Documents Included in the GEE Whiz Download

There are three files included in the GEEWHIZ-INSTALL.ZIP file that will assist with the
installation of GEE Whiz:

README.TXT file that contains important information that supplements the
information contained in this manual. You should read that document before
proceeding with an installation or upgrade of GEE / GEE Whiz.



GEE Whiz for GroupWise Installation Checklist.pdf
GEE Whiz for NetMail Installation Checklist.pdf

Installing GEE / GEE Whiz Common Steps
Steps 1 and 2 are required if you are upgrading from an existing version of GEE / GEE

Whiz:

1.
2.

Unload GEE Whiz if it is already running.

Make a backup copy of the GEE Whiz directory into another directory called
GEE.<previous version number>, e.g. GEE.1410. Please ensure you have
enough disk space to carry out this option.

Type SYS:<Extraction Directory>\GEEINST.NLM at your Novell server prompt,
for example:

SYS:GEEINST\GEEINST.NLM <Enter>

Continue the installation by responding to the prompts. You will be asked to
accept the default "installation" directory (SYS:GEE) or identify a different
directory. If you do not accept the default (SYS:GEE) during the initial
installation, or if you change the installation location later, you will need to edit
the work directory settings in both the GroupWise and NetMail setup pages in
the GEE Whiz administration web console to reflect the changes.

(Not required for Upgrade Installations when the existing licence includes current
software upgrade and maintenance. If you must replace the existing licence files
with a new licence file, before loading GEE Whiz on your server ensure there
are no .LIC files in the GEE Whiz installation directory. Copy the "new" or
“replacement” licence file into the GEE Whiz installation directory. Make sure
you use the original file. Do not use a copy of a licence file that has been
accessed by GEE before because GEE writes version information into the
licence file. Please make sure that GEE is not running when you copy a new
licence file into the GEE Whiz installation directory. GEE must be unloaded to
carry out all license change operations.

(Optional — refer to the README.TXT file in the extraction directory) Before
loading GEE Whiz on your server, you may implement any of the additional files
that are included within your GEEWHIZ-INSTALL.ZIP download:

a. adjust any of the add-in files included in the GEEWHIZ-INSTALL.ZIP file to
suit your environment.

b. copy the contents of the CUST.CF file into the SYS:GEE\GASC\CUST.CF
file, or copy the CUST.CF file into the SYS:GEE\GASC directory and over-
write the existing CUST.CF file.

c. copy the DBAYES.DAT, ATTFILT.TXT, HEADFILT.DAT, CONTFILT.DAT
and BLACKFR.TXT files to the SYS:GEE\TMPLTS directory.

Additional Steps to Configure GEE / GEE Whiz for GroupWise
(New Installation Only)

7.
8.

Unload GWIA.

Create a directory called Third wherever the GWIA is located, for example,
"DATA\GRPWISE\MY_DOM\WPGATE\GWIA\THIRD\"

Load ConsoleOne or NetWare Administrator on your workstation, right-click the
GWIA object and select Properties or Details:



10.
11.
12.

13.

14.

15.

16.

a. select the Server Directories tab and confirm that the path for the SMTP
Queues points to the GWIA path, for example.
"DATA\GRPWISE\MY_DOM\WPGATE\GWIAV

b. click on the Advanced button.

c. add the correct path for the GWIA\Third directory (created in step 8.) to the
SMTP Service Queues Directory, for example:
"DATANGRPWISE\MY_DOM\WPGATE\GWIA\Third”

d. click the “OK” or “Apply” button.

e. click the “OK” button to close the properties window for the GWIA object.
Close ConsoleOne.

Load GWIA.

Using a suitable test editor, open the GWIA.CFG file and confirm that the path
switches are correct, for example:

/home-\\FS1\Data\Grpwise\My_dom\WPGATE\GWIA
/dhome-\\FS1\Data\Grpwise\My_dom\WPGATE\GWIA
/smtphome-\\FS1\Data\Grpwise\My_dom\WPGATE\GWIA\Third

Important - If you are running anti-virus software, create the following
inclusions/exclusions:

a. EXCLUDE all GWIA and child directories from scanning.
b. EXCLUDE the SYS:\GEE and all child folders from scanning

c. INCLUDE the SYS:\GEE\GW\Work and all child folders in real-time scans
that are set to “delete” (purge) or “quarantine” (move) infected files. Some
Anti-virus software will require you to define real-time scan tasks that include
enable scanning when writing to the disk only.

d. Unload and load your anti-virus software to ensure that the changed settings
are loaded into memory.

Type GEE or GEEP to load GEE Whiz to permit configuration before processing
any incoming or outgoing email.

Open your browser and connect to: http://<server IP address>:3333.
Authenticate using the full NDS name (e.g. .admin.LAB) and password of the
user account used to install GEE / GEE Whiz.

Note - When you are working in the GEE Whiz Admin web console, you
MUST select "Submit” on each page before proceeding. This web
console is divided into two panes, a “Navigation” pane on the left that
contains the navigation menu, and the “Details” pane on the right that
shows the configuration information for the specific “Section” you are
administering.

Perform the following configurations:

a. Go to the "Setup” section and verify or add the file system paths for GEE
Whiz. Please note that you must use “:/” after the volume name, “/”
throughout the path and a “/” as the last character in the path, for example:

GEE Whiz for GroupWise Work Directory:
SYS:/GEE/GW/Work/

GroupWise GWIA Directory:
DATA:/Grpwise/My _dom/WPGATE/GWIA/



17.

18.
19.
20.

GroupWise GWIA Third Directory:
DATA:/Grpwise/My_dom/WPGATE/GWIA/Third/

Select the "Enable GEE Whiz for Groupwise" option and click "Submit".

b. Go to the “File Paths” sub-section verify that all of the General and
GroupWise specific file paths have the correct path.

c. Go to the “Filtering” section and configure filtering options to enable filtering
and quarantine filtered messages (refer to “Configure Filter Options” in
Chapter 3).

d. Go to the “SPAM Control” section and configure Spam Control options to
enable GEE Whiz Anti-Spam (GAS) and enable “Redirect” and “Auto-Delete”
features (refer to “Configure SPAM Control Options” in Chapter 3).

e. Go to the “Antivirus” section and enable anti-virus scanning of email and
enable “Antivirus Quarantine” and “Replace Attachments” (refer to
“Configure Antivirus Options” in Chapter 3).

f.  Go to the “General” section. Select the “Enable GEE Whiz” option and click
“Submit”.

Update your AUTOEXEC.NCF file by adding either GEE.NCF (to load GEE
Whiz in standard memory) or GEEP.NCF (to load GEE Whiz in Protected
Memory Mode). The recommended load order is:

Anti-virus
GEE Whiz
GWIA

Note - You might want to add a Delay 10 command after calling
GEE.NCF to give GEE enough time to detect your scanner. Please note
that Protected Memory Mode is not supported at this time when using
McAfee NetShield.

Unload GEE Whiz from the server console (use the F7 key).
Type "GEE" or "GEEP" to load GEE / GEE Whiz.
Proceed to the “After the Installation”.

Additional Steps to Configure GEE / GEE Whiz for NetMail
(New Installation ONLY)

7.

Type GEE or GEEP to load GEE Whiz to permit configuration before processing
any incoming or outgoing email.

Open your browser and connect to: http://<server IP address>:3333.
Authenticate using the full NDS name (e.g. .admin.LAB) and password of the
user account used to install GEE / GEE Whiz.

Note - When you are working in the GEE Whiz Admin web console, you
MUST select "Submit" on each page before proceeding. This web
console is divided into two panes, a “Navigation” pane on the left that
contains the navigation menu, and the “Details” pane on the right that
shows the configuration information for the specific “Section” you are
administering.

Go to the “General” section. Select the “Enable GEE Whiz” option and click
“Submit”.



10. Using NWAdmin or the NetMail Admin web interface, modify the NMAP Agent
object and verify the IP addresses listed in the trusted hosts section. Ensure
that either 127.0.0.1 or the IP address of the server on which GEE Whiz is
running is listed as a trusted host (see Step 11 for the correct listing to apply).

11. In the GEE Whiz Admin web console, go to the "Setup" page and select "Enable
GEE Whiz for Netmail”, and then change the IP address to reflect the server IP
address on which NetMail is running:

a. If GEE Whiz is running in the same server as NetMail use IP address
127.0.0.1

b. If GEE Whiz is running on the same server as NetMail, but the server has
more than one IP address bound to it, then use the principle IP address
assigned to NetMail

c. If GEE Whiz is running on a different server from NetMail use the principle IP
address assigned to NetMail

d. Click “Submit”
12. Exit NetMail (Unload completely.)
13. Load Netmail

14. Unload GEE / GEE Whiz and load GEE / GEE Whiz using either GEE.NCF or
GEEP.NCF.

Note - if you unload GEE Whiz for more than five minutes, you will need
to restart your NetMail service in order to get NetMail to allow GEE Whiz
to be re-accepted as a trusted host.

15. Important - If you are running anti-virus software, create the following
inclusions/exclusions:

a. EXCLUDE all NetMail directories from scanning.
b. EXCLUDE the SYS:\GEE and all child folders from scanning

c. INCLUDE the SYS:\GEE\GW\Work and all child folders in real-time scans
that are set to “delete” (purge) or “quarantine” (move) infected files. Some
anti-virus software will require you to define real-time scan tasks that include
enable scanning when writing to the disk only.

d. Unload and load your anti-virus software to ensure that the changed settings
are loaded into memory.

16. In the GEE Whiz Admin web console, perform the following configurations:

a. Go to the “File Paths” section verify that all of the General and NetMalil
specific file paths have the correct path.

b. Go to the “Filtering” section and configure filtering options to enable filtering
and quarantine filtered messages (refer to “Configure Filter Options” in
Chapter 3).

c. Gotothe “SPAM Control” section and configure Spam Control options to
enable GEE Whiz Anti-Spam (GAS) and enable “Redirect” and “Auto-Delete”
features (refer to “Configure SPAM Control Options” in Chapter 3).

d. Go to the “Antivirus” section and enable anti-virus scanning of email and
enable “Antivirus Quarantine” and “Replace Attachments” (refer to
“Configure Antivirus Options” in Chapter 3).



17. Update your AUTOEXEC.NCF file by adding either GEE.NCF (to load GEE
Whiz in standard memory) or GEEP.NCF (to load GEE Whiz in Protected
Memory Mode). The recommended load order is:

Anti-virus
NetMail
GEE Whiz

Note - You might want to add a Delay 10 command after calling
GEE.NCF or GEEP.NCF to give GEE enough time to detect your
scanner. Please note that Protected Memory Mode is not supported at
this time when using McAfee NetShield.

18. Proceed to the “After the Installation”.

After the Installation

GEE Whiz on a BorderManager Server

If you are running GEE Whiz on the same server as BorderManager, you may need to
change your configuration to allow the web server and port to be available on your private
address.

GEE Whiz on a NetWare 4.x Sever

GEE Whiz running on NetWare 4.x servers have been known to suffer from an abend
that reports itself as a “CreateProcessError”. You can configure GEE Whiz to prevent
this from occurring:

1. Inthe GEE Whiz Admin web console, go to the “Setup” section and reconfigure
the number of threads allocated to NetMail to be “5”, and click “Submit”

2. Open the OPTIONS.DAT file with an text editor and under the [General] section
change the value of the “threadStackSize2” to be “5242880”

3. Unload and reload GEE Whiz.

Special Instructions when Using McAfee NetShield

To ensure compatibility with GEE/GEE Whiz when using McAfee NetShield as your Anti-
virus product, please follow these steps:

1. Go to “Antivirus” in the GEE Whiz Admin web console and set the value for the
“Allow Milliseconds for Anti-virus Scanner to Complete a Scan” to 60,000.
This will give NetShield enough time to complete its scan.

2. In the MacAfee NetShield Antivirus Console, for the server GEE/GEE Whiz is
running on, right click on the McAfee NetShield for NetWare On-Access Monitor
and select Properties and change the following options:

a. Inthe Exclusions tab, add the following directories with the option to
include all subdirectories, as well as Exclude while Writing to this
location and Exclude while Reading from this location :

<VOLUME>:\<DOMAIN DIRECTORY>\WPGATE\GWIA\RESULT\



<VOLUME>:\<DOMAIN DIRECTORY>\WPGATE\GWIA\RECEIVE\
<VOLUME>:\<DOMAIN DIRECTORY>\WPGATE\GWIA\SEND\
<VOLUME>:\<DOMAIN DIRECTORY>\WPGATE\GWIA\THIRD\

Why is this required? It looks like NetShield scans server processes.
Unfortunately, this results in a fight for resources to certain files between
GEE / GEE Whiz and McAfee. McAfee is trying to scan certain
messages that GWIA writes to the THIRD directory (depending on the
extension), GEE / GEE Whiz at the same time is also trying to deal with
these messages. McAfee (or GEE / GEE Whiz) modifies/moves the file,
and then either GEE / GEE Whiz / McAfee (depending on who got
access to the message first) will sometimes abend because the message
has been moved. The best way to workaround this problem is to have
NetShield exclude the specific directories altogether.

Monitor GEE Whiz

Immediately after completing the GEE / GEE Whiz installation, you should monitor the
GEE Whiz server console and confirm that messages are being processed. You should
verify that email is being placed in respective Quarantines or redirected to a SPAM
account. If GEE Whiz does not seem to be performing correctly, proceed to “Chapter 4 —
Solving Problems”.



Chapter 3—Configuring GEE / GEE Whiz

In this Chapter

We discover how GEE / GEE Whiz works by discussing message flow and the major
feature sets. We then take a look at the general administrative routines and some tips for
protection against disasters. We will also take a look at the statistics feature and the
corporate disclaimer feature in GEE / GEE Whiz:

After the installation — a look at the directory structure
Loading GEE Whiz
How messages flow through GEE Whiz
The server console and the GEE Whiz Admin web console
Enabling GEE Whiz Features
General warning about Apply Lists
General warning about Quarantines
General administrative routines
o How configuration settings are stored
0 Managing licenses
o Tips for preventing disasters
Basic Filter Control configuration
Basic SPAM Control configuration
Basic Anti-Virus Control configuration
Creating corporate disclaimers

Managing statistics

After the Installation

After a default installation, the following directories exist:

GEE - is the root directory structure and holds license files and the primary
configuration file ‘options.dat’.

GEE\GAS - holds the Spam Assassin ruleset files.

GEE\GASC - holds the Bayesian scoring ruleset file ‘Bayes.cf’ and the Spam
Assassin custom rules generated through the GEE Whiz Admin web console in
the ‘cust.cf’ file.



GEE\TMPLTS - holds the various filter files and the Bayesian email corpus dat
files ‘Bayes.dat’ and ‘DBayes.dat’.

GEE\LOGS - holds the daily log files created by GEE / GEE Whiz.

GEE\GW\ - is the root of the GroupWise directory structure and holds the
following sub-directories:

0 GEE\GW\Bad — holds mail that does not conform to RFC822 rules
GEE\GW\Filters — Filter Quarantine directory

GEE\GW\SPAM — SPAM Quarantine directory

GEE\GW\Virii — Anti-virus Quarantine directory

o O O O

GEE\GW\Work\Receive — Anti-virus attachment scanning work directory
for incoming email

o GEE\GW\Work\Send - Anti-virus attachment scanning work directory for
outgoing email

GEE\NM\- is the root of the GroupWise directory structure and holds the
following sub-directories:

0 GEE\WNM\Bad — holds mail that does not conform to RFC822 rules
GEE\NM\Filters — Filter Quarantine directory

GEE\NM\SPAM — SPAM Quarantine directory

GEE\NM\Virii — Anti-virus Quarantine directory

o O O o

GEE\NM\Work\Receive — Anti-virus attachment scanning work directory
for incoming email

o GEE\WNM\Work\Send - Anti-virus attachment scanning work directory for
outgoing email

GEE\WEB - holds the files and folders for the GEE Whiz web server.

An important point to remember is that GEE Whiz needs to be able to write to, create,
modify and delete files throughout the entire directory structure, including the GWIA
directory structure (for GroupWise installations). As such, there are critical configurations
that must be preserved:

GEE Whiz should be installed using an administrative account that has
Supervisor file system rights for the SYS volume and the GWIA directory
structure.

The GEE Whiz installation should set the entire GEE directory structure to Purge
Immediate enabled.

Anti-virus scanning must be excluded from all of the directories specified above
except the GEE\GW\Work and GEE\NM\Work. (Refer to “Antivirus” configuration
instructions in Chapter 2.)

Loading GEE Whiz

IMPORTANT - Please note that you do NOT type "Load GEE" at your server prompt to
load GEE or GEE Whiz. There are three different .NCF files installed into the
SYS:\System directory that are used to load GEE Whiz with different options:



GEEP.NCF loads GEE Whiz into its own protected memory space. We
recommend you use this as the preferred option. If GEE Whiz has an abend, it
will unload the memory space rather than abending the server.

GEE.NCF loads up GEE Whiz in standard mode.

GEED.NCF calls up GEE Whiz in "Disabled mode". This allows you to configure
the various GEE Whiz options without processing any emails. After you have
finished changing the configuration options, you can start GEE Whiz by selected
the "Enable GEE Whiz" option in the General section using in the Web
Management Interface.

How Email Flows Through GEE Whiz

The flow of email through GEE Whiz works slightly differently depending on which type of
email system GEE Whiz is protecting:

GEE Whiz for GroupWise — makes use of SMTP service message queues
(‘Third’ directories). GWIA will write all inbound email packages to the
GWIA\Third\Receive directory where GEE Whiz picks up the email and writes it
to memory. GEE Whiz will first copy any attachment to the
GEE\GW\Work\Receive directory where the server’s anti-virus scanner scans the
attachment in ‘real-time’ scanning mode and remember the results. GEE Whiz
will then check the General Apply List and the Filter/Spam Control/Antivirus
Apply Lists to verify inclusions and exclusions for processing. GEE Whiz then
processes the email through ‘Filter’ controls, then ‘SPAM’ controls and finally
through ‘Anti-Virus’ checking. After the anti-virus scan check processing is
completed, GEE Whiz adds corporate disclaimer signatures and applies recipient
filters. Finally, ‘safe’ email is written to the GWIA\Receive directory where the
applicable MTA picks up the email and delivers to the POA which delivers it to
the recipient’s mailbox. Outbound email is written to the GWIA\Send directory,
where GEE Whiz picks up the email, processes it for ‘Filter’ and ‘Anti-Virus’
control options, and safe email is written to the GWIA\Third\Send directory. Since
GEE Whiz for GroupWise works only at the GWIA level, internal email between
users within the same GroupWise system are not processed by GEE Whiz.

GEE Whiz for NetMail — makes use of message queues, numbered ‘0’ to ‘7". As
an email is moved through the message queues, certain email management
tasks are performed and a special ‘flag’ in the header of the email is incremented
moving the email to the next higher message queue. GEE Whiz performs its
checking at message queue ‘0’. Once an email file is written to message queue
‘0’, GEE Whiz intercepts it, copies it to RAM and starts to process it. GEE Whiz
will first copy any attachment to the GEE\NM\Work\Receive directory where the
server’s anti-virus scanner scans the attachment in ‘real-time’ scanning mode
and remember the results. GEE Whiz will then check the General Apply List and
the Filter/Spam Control/Antivirus Apply Lists to verify inclusions and exclusions
for processing. GEE Whiz then processes the email through ‘Filter’ controls, then
‘SPAM’ controls and finally through ‘Anti-Virus’ checking. After the anti-virus
scan check processing is completed, GEE Whiz adds corporate disclaimer
signatures and applies recipient filters. Finally, ‘safe’ email is written to the
message queue ‘1’ directory where NetMail picks up the email, continues
processing it through the rest of the message queues and delivers it to either the
recipient’s mailbox or tosses it to the Internet. Since all email in NetMalil is
processed through message queues, all email (inbound, outbound and internal
between NetMail users) is scanned by GEE Whiz in the same manner.



GEE Whiz Administrative Consoles

There are two administrative consoles for GEE Whiz:

GEE Whiz Server Console — (see Figure 3-1) permits general option changes to
be made, and should be used to properly unload GEE / GEE Whiz. If you make
any general option changes, remember that those changes are only written to the
options.dat file when GEE / GEE Whiz unloads, so you must choose the F7
option and unload GEE.NLM.

3 MAIN - GEE Whiz
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Figure 3-1 — GEE Whiz Server Console

GEE Whiz Admin Web Console — (see Figure 3-2) is where most of the
management of GEE Whiz is performed. This console is available through a
standard web browser at http://<ip address of the server>:3333. You will have to
authenticate using the full NDS name and password of the user that installed
GEE Whiz. This console has two panes:

o Navigation Pane — you navigate to the different detail screens using the
menu system in the navigation pane.

o Details Pane — this is where you change existing options, enable and
disable different features in GEE Whiz. After you make changes on a
detail page, remember to click the “Submit” button or the change will not
be saved or enforced by GEE Whiz.

NOTE: In the GEE Whiz Admin web console, click on the option title to see the help
information for that option. A pop-up window will provide contextual help.
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Figure 3-2 — GEE Whiz Administration Web Console

Enabling the Major Features of GEE Whiz

GEE Whiz installs in a disabled state so that it does not start processing email when it is
loaded for the first time. This allows administrators time to configure the major features
before enabling GEE Whiz. If you need to disable GEE Whiz quickly without unloading
GEE Whiz, you can clear the “Enable GEE Whiz” in the General options screen and click
“Submit”. You need to also enable GEE Whiz against the particular email system you are
protecting. In the “Setup” screen, make sure you check “Enable GEE Whiz for
GroupWise” and / or “Enable GEE Whiz for NetMail” and click “Submit”.

A General Warning About Apply Lists
An “Apply List” is a list in GEE Whiz that is used to define exceptions or exclusions to the
normal functioning of GEE Whiz or a major feature. There are two settings in Apply Lists:

“Enable only for those addressees in the list” will exclude all addressees unless
they are specifically in the list.

“Disable only for those addressees in the list” will work only for those addressees
in the list and will not work or will exclude all other addressees.



WARNING — Do not put a wildcard of your own domain in the General Apply List
and choose the “Disable” feature. This will cripple GEE Whiz against your entire
email domain. For example, if your domain is mydomain.com, do not put
*@mydomain.com in the General Apply List and choose the “Disable for only
those addressees in the list”. This will prevent GEE Whiz from processing email
addressed to your email domain.

By default “Apply Lists” are disabled and normally do not need to be used unless you
need to make a specific exception. There are four “Apply Lists”, the top level list is for all
features of GEE Whiz and there is an “Apply List” for each of “Filtering”, “SPAM-Control”
and “Antivirus”. If there is a conflict between a lower level and higher level “Apply List”,
the lower level “Apply List” takes precedence. Apply Lists check the “To:” and “Cc:” fields
on inbound email and check the “From:” field on outbound email.

A General Warning About Quarantines

There are email Quarantines in each of “Filtering”, “SPAM-Control” and “Antivirus”. GEE
Whiz places a copy of email in memory and processes that copy against all filters and
rulesets it encounters. If a condition is matched and the applicable Quarantine is enabled,
the original copy of the email with attachments is placed in the Quarantine. The
administrator has the ability to hold that email in the Quarantine, to delete it, or release it
(see Figure 3-3). If an email is released it is considered fully processed and will be
delivered directly to the recipient without any further processing.
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Figure 3-3 — Filtering — Quarantine Viewer

For example, if the “Buy Vicodin Online nqwsdwpbz” email was released from the Filter
Quarantine, GEE Whiz would consider that email to be safe and would deliver it to the
intended recipient without any further processing, thus by-passing all other Filter, SPAM-
Control and Anti-Virus checking.



General Administrative Routines

How Configuration Settings Are Stored

Configurations settings are stored in the options.dat file normally stored in SYS:\GEE
directory. Both the Server Console and the GEE Whiz Admin Web Console write
changes to the options.dat file.

Manage Licenses

When GEE Whiz is first loaded, it will look for a geewhiz.lic file. If it does not find the
correct license file it will usually generate a warning and start in Demo mode. User counts
and message counts are written to two license files that GEE Whiz automatically creates,
user.lic and rechck.lic. If you are installing a new or replacement license file you must:

1.
2.

Unload GEE Whiz.

Delete the GEEWHIZ.LIC, USER.LIC and RECHCK.LIC files from the
SYS:\GEE. directory

Copy in the new GEEWHIZ.LIC file into the SYS:\GEE directory.
Load GEE Whiz by typing GEE or GEEP at the server console.

Note - Once you load GEE Whiz, it will register the new GEEWHIZ.LIC file and
automatically create new USER.LIC and RECHCK.LIC files.

Tips for Preventing Disasters

There are several things that you can do to prevent a disaster and to ensure an easy
recovery from a disaster:

Perform Regular Backups — at a minimum you should perform a regular backup
of the following directories:

0o SYSI\GEE

0 SYS\GEE\GAS

0 SYS:\GEE\GASC

0 SYS\GEE\TMPLTS

IMPORTANT - Correctly Apply Anti-virus scanning — GEE Whiz needs to be
able to write to all of its license files, configuration files, filter files, and Spam
Assassin Ruleset files. You need to ensure that anti-virus scanning is correctly
configured on the following directories:

o EXCLUDE SYS:\GEE and child folders except:

INCLUDE SYS:\GEE\GW\WORK\ and all child folders should be
scanned

INCLUDE SYS:\GEE\NM\WORK\ and all child folders should be
scanned

0 EXCLUDE <path to>\WPGATE\GWIA and child folders
o EXCLUDE <path to NetMail directories> and child folders

Verify File System Rights and Attributes — perform an effective rights check
for the account that GEE Whiz uses and confirm that the user has (S) rights to
the SYS:\Gee directories and to the \WPGATE\GWIA directories and / or the



NetMalil directories. Also ensure that all GEE folders and files are set to purge
immediate and to read-write.

Configure Filtering Options

Filtering in GEE Whiz is a condition-match-action process in which GEE / GEE Whiz will
check each email including attachments against all of the defined filters. If there is a
match, then the pre-defined action is taken, otherwise GEE / GEE Whiz passes the email
on to SPAM Control for further processing.

Enable Filtering

In “Filtering Options” (see Figure 3-4) you must select “Enable Message Filtering”
otherwise filtering is disabled. There are several actions that you can set to control
filtering optons:
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Figure 3-4 — Filtering Options

Only Filter Incoming Options — select this option to filter inbound (or incoming)
email only. The default is for GEE / GEE Whiz to filter both inbound and
outbound email.

Quarantine Fltered Messages — select this option to place the original emalil
with attachments into the Filter Quarantine if a filter condition match is true. Email
is stored in its file format in SYS:\Gee\GW\Filters or SYS:\Gee\NM\Filters.

Purge Quarantine Messages Older Than ___ Days — select this option to
automatically delete and purge email from the Filter Quarantine after the
specified number of days.

Note — Do not set the number of “Days” as a high value, or as a blank value as




email will accumulate and eventually you will encounter a space usage problem
on the volume

(New) Passthrough Altered Messages to User - If you select this option and
Quarantine Filtered Messages is on, any emails which had been filtered and
altered by Remove/Replace Filter-Matching Attachments and/or Attachment
Replacement will be sent as the altered email to the user in addition to having a
copy of the original email quarantined.

Remove/Replace File-Matching Attachments — works in conjunction with
“Attachment Replacement” to define if file attachments that match a filter
condition are stripped from the email and replaced with a replacement text
message.

Control Filter Actions

You can control the actions that GEE / GEE Whiz will take when an email or attachment
matches a defined filter condition. Use a combination of “Quarantine Filtered Messages”,
“Remove/Replace File-Matching Attachments” and “Attachment Replacement” to control
filter actions. Table 3-1 describes the various choices:
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Table 3-1 — Filter Replacement and Quarantine Actions

Types of Filters
GEE / GEE Whiz includes the following types of filters:

File-Type Filtering — referred to as “finger-printing”, it performs filtering on types
of files, including password protected .zip files regardless of the name of the file.
If a file is named as “sample.jpg” but was actually “attack.exe” renamed as
“sample.jpg” it would detect it as an executable file.



File-Name Filtering — performs filtering based on file names. Usually it verifies
against a list of wildcard extensions, e.g. *.COM$ (where the “$” denotes that the
“.COM" is at the end of the file name. You can also use regular expressions
(also known as “regex”) to define specific pattern matches.

Attachment Attribute Filtering — performs filtering on the basis of attachment
size or overall email message size.

Attachment Replacement — you manage the attachment replacement message
content if you enable the “Remove/Replace Filter-Matching Attachments” option
(see Figure 3-4).

Header Filtering — allows you to create, delete, or modify header filters designed
to perform pattern matching against the “To”, “Cc”, “From” or “Subject” fields. You
can use plain language or “regex” to define specific pattern matches. When you
create a header filter, ensure that you use either To, Cc, From, or Subject in the
“Header Name” field.

Content Filtering — allows you to create, delete, or modify content filters
designed to perform pattern matching against body of the email. You can use
plain language or “regex” to define specific pattern matches.

Using Regular Expressions
You can use regular expressions (regex) to define filter conditions for “File-Name” filters,

“Header” filters and “Content” filters. If you are not familiar with regular expressions, you
can find useful information on the Internet at:

http://www.reqular-expressions.info/tutorial.html
http://www.perldoc.com/perl5.8.4/pod/perlre.html
http://weitz.de/regex-coach/

Once you are familiar with regular expressions, or ‘regexs’, or if you are already familiar
with them, there are a few points to note in our particular implementation of them.

First, we wanted our lists to be easy to use by persons familiar with DOS-like
pattern matching. (Such as “person?@domain.*”). Therefore, we parse each list
into the regex equivalent of the DOS-like pattern match. This only affects 3 regex
characters, Star (*), Dot (.), and Question Mark (?).

Star (*) will be interpreted as Dot Star (.*). Therefore it will match any number of
any characters.

Dot (.) will be interpreted as an Escaped Dot (\.). Therefore it will only match the
character *.".

Question Mark (?) will be interpreted as Dot Curly One Curly (.{1}). Therefore it
will only match one of any character.

The parsing of lists means that you will have to alter your regexs to reflect the
parsing. For example, if you want a completed regex that looks like
“*pboy@place\.com” then you should enter “*boy@place.com”. Please note that if
you enter something like “.*boy@place\.com” that it will be interpreted as
“\..*boy@place\\.com”, which is probably not what you want.

All other regex forms will not be parsed and taken at their face value. (For
example, {1,10}, +, , ect.).



Using Recipient Filters
GEE Whiz provides two type of Recipient filters to allow you to redirect inbound email:
Redirection Filters — (see Figure 3-5) you can create one or more filters that will

redirect an inbound email to a different email account. The original recipient will
not receive the email.
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Figure 3-5 — Recipient Filter

Interception Filters — you can create one or more filters that will send a blind
carbon copy to the new recipient and send the original email to the original
recipient.

Configure SPAM Control Options

Anti-Spam checking in GEE Whiz is a condition-match-score-action process in which
GEE Whiz will check each email against all of the defined rulesets which includes Spam
Assassin rules, Bayesian Classifier rules, and Realtime Blackhole List (RBL) rules. If
there is a match, then the pre-defined score is assigned to the email. Once all of the
rules have been processed and scores have been assigned to the email, the total
aggregate score is determined and a pre-defined action is taken, otherwise GEE Whiz
passes the email on to Antivirus for further processing. Anti-Spam checking is only
available to customers who have purchased GEE Whiz.



Enable SPAM Control

In “SPAM Control Options” (see Figure 3-6) you must select “Enable GEE Whiz Anti-
Spam (GAS)” otherwise SPAM control is disabled.

Figure 3-6 — SPAM Control Options

Generally speaking, SPAM Control can be enabled to either quarantine email or
deliver/redirect/auto-delete email that is determined to be potential SPAM. There are
several different threshold values that can be set. The default values are considered to
be non-aggressive and could allow real SPAM to be delivered to users without being
correctly detected. You should refer to the “Best Practises” web page on the GEE Whiz
Products page at www.omni-ts.com for information on setting the most appropriate
threshold score. There are several actions that you can set to the SPAM Control options:

Spam Identification Threshold — set this to the desired minimum GAS value.
Email with a GAS value that is equal to or higher than this value is considered to
be potential SPAM. The default value is 5.0.



Redirect When Score Over Redirect Threshold — if you enable this feature,
email with a GAS score that is equal or higher than the “Redirect Threshold” will
be delivered to the email account specified in the “Address To Redirect To”. The
default value for the “Redirect Threshold” is 10.0.

WARNING — Do not enable the Redirect feature and forget to specify a valid
email account to redirect SPAM email to. If you start GEE Whiz without the
“Address To Redirect To” field empty, your server will abend.

Auto-Delete When Score Over Auto-Delete Threshold — If you enable this
feature, email with a GAS score equal to or exceeding this threshold will be
automatically deleted. The default value for the “Auto-Delete Threshold” is 20.0.

Quarantine Messages Found As Spam — if you enable this feature it will
guarantine all email with a GAS value that is equal to or greater than the “Spam
Identification Threshold”. This feature will disable the “Redirect” and “Auto-
Delete” feature if all three features are enabled. You can indicate the number of
days to hold email in the Quarantine, the default value is 30 days.

Note — Do not set the number of “Days” as a high value, or as a blank value as
email will accumulate and eventually you will encounter a space usage problem
on the volume.

Message Ignore Threshold — sets the maximum size of the message file that
GEE Whiz will perform anti-spam checking on. The value is set in kb (1024
bytes), with a minimum score of 0 and a maximum score or 1000. The default
score is 100. Be careful setting this score, as the file size increases the time to
perform Anti-Spam checking also increases.

Language Setting — by default, English-Only rules are loaded. If you select to
add another rule, those rules will take precedence over the English rules if there
is a conflict. Adding additional language rules will increase the time to perform
Anti-Spam checking.

Setting Identification

You can configure how GEE Whiz modifies the Subject line of an email to mark it as
SPAM and optionally display the GAS value assigned to the email. You can also indicate
that a Gas Results.txt file is attached to the email that will show all of the rules that were
triggered by the anti-spam processing. Alternatively, you can choose to imbed those rules
in the header of the email.

Using Lists
Before GEE Whiz evaluates email against the rules, it checks the various lists:

White Lists — indicate addressees that should be allowed to bypass Anti-Spam
checking. This is done by adding a negative score to the GAS value assigned to
the email. The default score is -100. There are two white lists:

o WhiteList To: checks addressees in the To: and Cc: fields.
o WhiteList From: checks addressees in the From: field.



Black Lists — indicate addresses that should be guaranteed to be assessed as
SPAM. This is done by adding a positive score to the GAS value assigned to the
email. The default score is +100. There are two black lists:

o BlackList To: checks addressees in the To: and Cc: fields

o Blacklist From: checks addressees in the From: field.

Spam Assassin Rulesets

GEE Whiz makes use of the Spam Assassin 2.64 and four common additional rulesets.
For GEE Whiz version 1.4.8 and above, there are over 1740 rulesets that each emalil

gets evaluated against. Each rule is assigned a GAS value and if there is a match, that
score is assigned to the email. The “Rulesets” link in the navigation pane will display all of
the rulesets and at the bottom provides a form to permit you to add your own custom
rules. You can use plain language or regex when creating your own rules.

Note — some administrators have reported a problem when trying to add a custom rule or
modify an existing rule using the Internet Explorer browser. The “FireFox” browser
available from www.mozilla.org has been tested to allow rule additions and updates.

SA rulesets from the SARE website at http://www.rulesemporium.com/rules.htm can be
added to GEE Whiz. You can use AnostAof the .cf rulesets found at the SARE website. A
couple of points to remember:

1. IMPORTANT - You should make a copy of the GAS folder before adding any
new files. If adding a new ruleset compromises the current ruleset or if GEE Whiz
fails to load the ruleset, you can quickly restore from the backup copy.

2. GEE Whiz 1.4.x will does not properly support Meta rules from non-official SA
rulesets.

3. You must rename the .cf file to use 8.3 naming convention before copying the file
into the GAS folder (of course it must be a uniqgue name). Some rulesets use two
or more files so ensure that all of the files for a ruleset are renamed and copied
into the GAS folder.

4. IMPORTANT - Some of the rulesets found in SARE are SA version specific, so
ensure that you use the correct version. Also, do not implement a ruleset from
SARE that is already included in GEE Whiz (see below).

5. You must unload GEE Whiz, copy the renamed .cf file into the GAS folder and
then load GEE Whiz.

Also, GEE Whiz 1.4.x already uses the following rulesets:

Base SA Ruleset v2.6.4 (GEE Whiz version 1.4.9 and above)
BigEvilList 2.12d Spam Assassin Ruleset, written by Chris Santerre
Backhair v1.4, written by Jennifer Wheeler

Evil Numbers 1.12d, written by Matt Yackley

Tripwire v1.17, written by Fred T

Additional information relating to using additional SA rules in GEE Whiz can be found at
http://www.jwellsnetworks.com/spamassassin/.




Using the Bayesian Classifier

GEE Whiz includes a “Bayesian Classifier” which is an algorithm and a body of email
(known as a “corpus”) that email can be assessed against. The corpus contains about
1500 known SPAM email and 1500 known HAM email (good email). The Bayesian
classifier will evaluate each email for pattern matches from the email corpus and then use
an algorithm to assign a GAS value to the email. The higher the probability an email is
SPAM, the higher the score assigned.

Select “Bayesian Classifier” in the navigator pane and then check the “Enable Bayesian
Classifier”. The default scores will work reliably throughout an evaluation. You can
implement a more aggressive email corpus but that can also increase the number of
“false positives” (good email scored as SPAM) and “false negatives” (SPAM email scored
as good email). We do not recommend selecting “Enable Auto-Bayes” at any time as it
takes considerable work over several months to build the required corpus of email that is
99.9% effective.

Additional information on the Bayesian Classifier can be found in Appendix C.

Using Real-time Blackhole Lists (RBLS)

GEE Whiz makes use of the checking RBLs to assign a GAS value to email if they are
found on a listed RBL. Select “RBL” in the naviator pane and then choose to “Enable
RBL Checking”. You have the option to assign the same default GAS score of 2.5
(adjustable) or to use the score associated to the listed RBLs. Administrators can also
delete existing RBLs, add new RBLs to the list and modify GAS values for each RBL in
the list.

Using Header and Content Filters

Both Header and Content Filters lists can be modified to assign a GAS score to the email
instead of applying the configured filter actions used for other filters. In effect, this feature
will forward email that match header or content filter rules on to Spam Control for further
processing, instead of being placed in the Filter quarantine.



Configure Antivirus Options

Antivirus checking in GEE Whiz is a scan-match-action process in which GEE / GEE
Whiz will scan attachments of each email using the native 3 party anti-virus scanning
software. When enabled, GEE Whiz will place a copy of each attachment in the correct
“work” directory where it will get scanned. After a specified period of time, GEE / GEE
Whiz will check the work directory to see if the file is still there. If the file is not there, the
email will be considered to be infected and the pre-designated actions will occur.

The default work directories are:
SYS\GEE\GW\Work\Receive — for inbound GroupWise email
SYS\GEE\GW\Work\Send - for outbound GrouWise email
SYS\GEE\NM\Work\Receive — for inbound NetMail email
SYS\GEE\NM\Work\Send — for outbound NetMai email

Enable Anti-Virus Checking

In “Antivirus Options” (see Figure 3-7) you must select “Enable Anti-Virus Scanning On
Messages” otherwise the Anti-Virus checking is disabled.

Figure 3-7 — Antivirus Options

Generally speaking, anti-virus checking can be enabled to either quarantine infected
email, or auto-delete infected email, or remove/replace the infected attachment and
deliver the email. There are several different timing values that can be set to improve
scanning effectiveness. The various “Antivirus Options” are:



Only Scan Incoming Messages — enable this if you only want GEE / GEE Whiz
to scan inbound email only.

Quarantine Infected Messages — if you enable this feature it will quarantine all
email with one or more infected attachments. You can indicate the number of
days to hold email in the Quarantine, the default value is 30 days.

Note — Do not set the number of “Days” as a high value, or as a blank value as
email will accumulate and eventually you will encounter a space usage problem
on the volume.

Check that the Antivirus Scanner is Running — when GEE Whiz loads it writes
a copy of the eicar test virus file to the work directories to test if the anti-virus
scanner is working. Use this option to periodically check that the anti-virus
scanner is still functioning. If the anti-virus scanner is found to be off, GEE / GEE
Whiz will continue to relay messages but will not scan them, and will continue to
check and will resume scanning when the Antivirus scanner is functional again.
The default time is 86400 seconds (24 hours).

Allow Milliseconds for Antivirus Scanner to Complete a Scan — The
options sets the amount of time GEE / GEE Whiz will wait (in milliseconds) to
permit the Antivirus scanner to scan the attachment. The default is 10,000
milliseconds (10 seconds). If you need to increase the scanning time, then you
should increase the number of threads (set in GEE Whiz Setup). Each scanner
check is performed on a different thread.

Configure Anti-Virus Actions

You can control the actions that GEE / GEE Whiz will take when an attachment is
scanned and found to be infected. Use a combination of “Quarantine Infected Messages”
and “Virus Replacement” to control anti-virus actions. Table 3-2 describes the various
choices:

Replace
Quarantine Infected Action
Attachment
S S % & & &* &
S $ ‘ % &% *
' # & % & ( &
&& ' ) #o0& %
& & &* 8
$ S## % %
& o )- & (&
)
$ $ % %
& 0 ( YO *3 #
% * % & (&
&& '* )

Table 3-2 — Filter Replacement and Quarantine Actions

Test Anti-Virus Checking

A website is available at www.testvirus.org that will allow you to send different test emails
to your email environment to test your anti-virus configuration.




Create Corporate Disclaimers

Some organizations insist that corporate disclaimers be added to the top or bottom of
each email. “Signature / Disclaimer Options” provide that capability. You can choose to
add disclaimers to the top and/or bottom of each message. You can also select to add
disclaimers to outgoing email only. There are various options that deal with text only and
html formatted email and you have the ability to add images to html formatted
disclaimers. Refer to the online contextual help in GEE Whiz for specific instructions.

Manage Statistics

The General Statistics page (see Figure 3-8) is displayed when you first access the GEE
Whiz Admin web console and is also available when you select “Statistics” in the
navigator pane. Statistics are saved in the SYS:\GEE\STATS.DAT file. The General
Statistics page is automatically refreshed every 10 seconds. You can choose to reset all
statistics which will reset all statistic counts to “0”".

Figure 3-8 — General Statistics



There are specific statistics pages for Filtering, SPAM Control and Antivirus checking.
From those pages you can reset statistics and use existing statistics to see how well GEE
Whiz is performing. There also is a “Message Window” page that displays the contents of
the message display window from the GEE Whiz server console.

Getting Help / Support

The Help / Support pages provide a means for administrators to access online help to
solve problems or determine how to fine-tune the configuration of GEE / GEE Whiz.

GEE / GEE Whiz Users List

Submersion Inc., the developers of GEE / GEE Whiz hosts a Users Mailing List. On the
“Mailing List” page (see Figure 3-9), administrations can subscribe to this service.

Figure 3-9 — GEE / GEE Whiz Users List



Online Web Forums

Omni Technology Solutions Inc. operates an online web forum for each product that they
distribute. The GEE and GEE Whiz forums are the most active of those forums where
administrators, developers and support team members share problems, questions, and
solutions. The Omni-TS Web Forums page are available from within the GEE Whiz
Admin web console “Web Forum” link in the navigator pane (see Figure 3-10).

Figure 3-10 — GEE Whiz Web Forums



Chapter 4 — Solving Problems

In this Chapter

Using the collective knowledge gained from customer support incidents, the GEE Whiz
web forums and the GEE Whiz user mailing lists, we have compiled a troubleshooting
guide that will allow you to resolve the most common GEE Whiz problems. We will take a
look at the following:

Solving installation problems

Solving post installation problems

License problems

SPAM leakage

SPAM folder and NetMalil

Help with Regex

Virus-infected file attachments are not detected

HTML replace message problem

. Handling Abends

10. Uninstalling GEE / GEE Whiz
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Solving Installation Problems

There are several problems that are common after an installation or upgrade:

GEEINST.NLM Reports “Unable to Decompress GEE.NLM ...”
When running the GEEINST.NLM file, it reports that it is unable to decompress
the GEE.NLM file into the SYS:\GEE directory and stops the installation.

GEEINST.NLM Appears to Complete Too Fast

GEEINST.NLM completes the installation process almost immediately. The
SYS:\GEE directory is created but it is empty. For Upgrade installations, when
GEE Whiz is loaded, it reports the version before the installation

Common Solution — ensure that GEE Whiz Extraction directory (directory on
SYS: volume where you extracted the GEEWHIZ-INSTALL.ZIP file is no more
than 8 characters long. You must strictly observe an 8.3 naming convention for
the directory that you run GEEINST.NLM from. Either rename the GEE Whiz
Extraction directory, or copy the GEEINST.NLM file to the SYS\SYSTEM
directory and run it from there.

Solving Post-Installation Problems

There are several problems that are common after an installation or upgrade:

Administrator Is Not Authenticated

When attempting to access the GEE Whiz Admin web console there is no
request for authentication and the browser reports that no web page is available
or the server does not exist.




Solution — ensure that you are using the correct IP address bound to the server
and configured for GEE Whiz:

1. Ensure that GEE.NLM is loaded on the server

2. Type DISPLAY SECONDARY IPADDRESS <Enter> at the server
console and confirm all IP addresses bound to the server

3. From the F10 Options screen on the GEE Whiz server console, confirm
the IP address settings are set to “All” or to specific IP address bound to
the server (see Figure 4-1)

Administrator Cannot Authenticate to the GEE Whiz Admin Web Console
There can be several causes and solutions to this problem:

Solution 1 —the SYS\\GEE\OPTIONS.DAT file has become corrupted but GEE
Whiz has not been reloaded yet. To confirm this, check the size of the
OPTIONS.DAT file to ensure that it is not a zero-byte file. Then open the
OPTIONS.DAT file and confirm that there is a valid user name and password
hash in the [General] section. If the file appears corrupted take the following
action:

1. Delete the existing SYS:\GEE\OPTIONS.DAT file and replace it from a
backup, and then unload and reload GEE / GEE Whiz, or

2. Unload GEE / GEE Whiz and load GEEINST.NLM to perform an upgrade
installation, and then load GEE / GEE Whiz

3. Attempt to gain access to the GEE Whiz Admin web console

4. If successful, verify and correct necessary configuration settings

Solution 2 — the user name and / or password hash contained in the [General]
section of the SYS:\GEE\OPTIONS.DAT file does not match the one currently
configured in the GEE Whiz server console F10 General Options window (see
Figure 4-1), or someone has changed the password of the user account that was
used to install GEE / GEE Whiz. To correct this use the following procedure to
obtain and configure the correct user name and password into the GEE Whiz
server console :

1. (Optional) Open ConsoleOne or NetWare Administrator, find the correct
user object and force a NDS password change

2. Inthe GEE Whiz server console F10 General Options window, retype the

full NDS username and password

Press the Esc key and then press F7 to unload GEE / GEE Whiz

Load GEE / GEE Whiz

Attempt to gain access to the GEE Whiz Admin web console

If successful, verify and correct necessary configuration settings
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Figure 4-1 — GEE Whiz Server Console F10 General Options

Successful Authentication but GEE Whiz Admin Web Console Not Found
You successfully authenticate but the web browser reports that the web page is
not found or server is not available. This is caused by an invalid configuration in
the OPTIONS.DAT file.

Solution — Use the following procedure to correct this problem:

1. Unload GEE / GEE Whiz

2. Editthe OPTIONS.DAT file and look for “installDir” in the [General]
section at the bottom of the file

3. Change the value of the “installDir” to read “SYS:/GEE/"

4. Save and close the OPTIONS.DAT file

5. Load GEE / GEE Whiz

6. Attempt to gain access to the GEE Whiz Admin web console

GEE Whiz for NetMail will not Load
GEE Whiz fails to load and reports an error 61 code (unable to connect to NMAP
object).

Solution — This is caused because either GEE Whiz is not properly configured or
the NetMail NMAP Object is not configured correctly. Use the following
procedure to correct this problem:

1. Load GEE / GEE Whiz using GEED.NCF

2. Using the GEE Whiz Admin web console ensure that the IP address for
GEE Whiz for NetMail is configured with the correct IP address (refer to
GEE Whiz for NetMail Installation Steps in Chapter 2)

3. Using NetWare Administrator or the NetMail Admin web console ensure
that the IP addresses listed in the Trusted Host property of the NMAP
object is properly configured (refer to GEE Whiz for NetMail Installation
Steps in Chapter 2).

4. Unload GEE / GEE Whiz

5. Load NetMail and ensure that it is fully loaded



6. Load GEE / GEE Whiz

Confirm email is processing through GEE / GEE Whiz by monitoring the GEE
Whiz server console.

GEE Whiz is Running but is not Processing Email

The GEE Whiz server console is available on the server, but there are no
messages being processed in the message screen. There are two possible
causes and solutions.

GEE Whiz for GroupWise Solution — this is normally caused because GWIA
was not restarted after the GWIA\Third directory was configured as the SMTP
Services Queue, or the home switches are not configured in the GWIA.CFG file.
The following steps can be use to verify and fix the problem:

Unload GEE / GEE Whiz,

Open the GWIA.CFG file and confirm that the /nome and /dhome
switches identify the path to the GWIA directory while the /smtphome
switch identifies the GWIA\Third directory

Close and save the GWIA.CFG file

Unload and load GWIA

Load GEE / GEE Whiz

Confirm email is processing through GEE / GEE Whiz by monitoring the
GEE Whiz server console

N
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GEE Whiz for NetMail Solution —this is normally caused because the NetMail
Anti-Spam Agent and / or Anti-Virus Agent are configured or were not properly
disabled before installing GEE / GEE Whiz. The following steps can be use to
verify and fix the problem:

1. Unload NetMail and GEE / GEE Whiz

2. Using the NetMail Administration Web Console disable and delete the
Anti-Spam and Anti-Virus Agents

3. Rename the SYS:\Novonyx\Mail\DBF to SYS:\Novonyx\Mai\DBFOLD

4. Load NetMail and confirm that it is fully loaded

5. Load GEE / GEE Whiz

Confirm email is processing through GEE / GEE Whiz by monitoring the GEE
Whiz server console.

Resolving License Problems

There are several potential issues related to GEE / GEE Whiz licenses:

GEE Whiz Reports License Is In Use On Another Server
This is caused because the server name used when the license was created
does not match the actual server name.

Solution — contact Omni License staff by calling 780-423-4200.



GEE Whiz Cannot Read the License File and Loads in Demo Mode
The existing GEEWHIZ.LIC file has become corrupted. There are three possible
solutions.

Solution 1 — if there is a backup copy of the SYS:\GEE directory:

1. Unload GEE / GEE Whiz,

2. Delete *.LIC files from SYS:\GEE

3. Restore the *.LIC files into SYS:\GEE
4. Load GEE / GEE Whiz

Solution 2 — if there is no backup copy of the SYS:\GEE directory but you have
an unused copy of the GEEWHIZ.LIC file:

1. Unload GEE / GEE Whiz,

2. Delete *.LIC files from SYS:\GEE

3. Copy the unused GEEWHIZ.LIC file into SYS:\GEE
4. Load GEE / GEE Whiz

Solution 3 — if there is no backup copy of the SYS:\GEE directory and no
unused copy of the GEEWHIZ.LIC file then contact Omni License staff to obtain
a replacement license.

License Status Reports User Count Exceeding License Count

GEE Whiz maintains user counts in the license files based on unique addressees
originating outbound email. It is possible for user computer’s infected with an
email worm to originate email using false email addresses and send that email to
GWIA or the NetMail server if it is configured as the SMTP server. If the GWIA
server has SMTP Relay enabled an external source could transmit email through
GWIA or the NetMail server thereby increasing the user count.

Solution — the following actions can be taken:

o Disable SMTP Relay in GWIA

o Configure SMTP Relay in GWIA to only relay email from trusted sources

0 Scan user computers for possible virus infection

o Apply the latest Windows Updates to combat security hazards related to
SMTP

0 Use “Solution 2” for “GEE Whiz Cannot Read the License File ...” and

replace the GEEWHIZ.LIC file with an unused copy of the license file.

Dealing with SPAM Leakage

If you discover instances of email that should have been detected as SPAM or good
email detected as SPAM, then your GEE Whiz installation is suffering from SPAM
leakage. You should contact Omni Support at 780-423-4200 to discuss potential causes
and measures to resolve the situation.



SPAM Folder and NetMalil

GEE Whiz Does Not Create SPAM Folder in Client Maiboxes

In the Setup section page, under GEE Whiz for NetMail, the “Netmail Redirect Spam to
Specified Folder” option is selected and the “Folder Name” has a legitimate folder name,
e.g. SPAM. GEE Whiz does not create the SPAM folder in the NetMail user’s mailbox.

Solution — “Netmail Redirect to Specified Folder” option will only work on NetMail servers
configured to support IMAP4 and the users must use an IMAP4 compliant email client.

Help with Regex

If you attempt to use “Regex” or “Regular Expression” in your filters or custom SPAM
Control rulesets, and they do not appear to work correctly, go to the GEE Whiz web
forum at www.omni-ts.com/Forum and perform a search for “regex” and “filters”. If you
do not find the information you need, then post a thread asking for help.

Is Anti-Virus Working

There are several potential issues related to anti-virus scanning:

GEE Whiz Does Not Detect Infected Email

Upon checking the GEE / GEE Whiz server console and logs, you confirm that
anti-virus scanning is enabled but no email is detected as infected. All infected
email is being delivered to intended recipients. The anti-virus scanning software
is configured to exclude SYS:\GEE and child directories.

Solution — the GEE Whiz work directories are normal child directories to
SYSI\GEE. You must configure the Antivirus software to perform real-time
scanning which will delete or quarantine infected files from the GEE Whiz work
directories:

o0 SYS\GEE\GW\Work and all child directories
o SYS\GEE\NM\Work and all child directories

Infected Mail Is Being Delivered to Recipients

Upon checking the GEE / GEE Whiz server console and logs, you confirm that
anti-virus scanning is enabled and is catching some email as there are emails in
the Antivirus Quarantine.

Solution — the amount of time to scan the GEE / GEE Whiz work directories is
too short. Increase the “Allow __ Milliseconds for Antivirus Scanner to
Complete a Scan” by 10,000 increments until all virii infected email is discovered.
If email starts to backlog in the GWIA\Third directory, you should increase the
number of threads in the “GEE Whiz for GroupWise” settings in the “Setup” page.

GEE Whiz Loads But Antivirus Scanning Is Disabled

When GEE / GEE Whiz loads it writes a copy of the eicar test file to the work
directories. If the test file is not removed from the work directories, GEE / GEE
Whiz determines that the anti-virus scanning software is not functioning and
disables that feature. This is normally caused by an incorrect scan-type setting.




Solution — reconfigure the anti-virus scanning software is to delete (purge) or
move (quarantine) infected files. A setting of fix or repair infected files means
that attachment files will not be removed from the GEE / GEE Whiz work
directories thus causing the eicar test to fail. Unload and reload the Antivirus
software and then unload and reload GEE Whiz. Once GEE / GEE Whiz loads,
watch the GEE Whiz server console to confirm that anti-virus scanning is
enabled and working.

GEE Whiz Fails to Write to Either the OPTIONS.DAT or the License files
This will prevent GEE / GEE Whiz from loading or will cause GEE / GEE Whiz to
run in “Demo” mode. This is a result of anti-virus scanning software configured
to scan the SYS:\Gee directory. If the anti-virus scanner locks the
OPTIONS.DAT file or the license files when GEE / GEE Whiz attempts to write to
those files, GEE / GEE Whiz will save the files as zero-byte size files. To
confirm, verify the size of the OPTIONS.DAT file or the .LIC files in the
SYS:\GEE directory.

Solution — reconfigure the Antivirus scanning software to exclude the SYS:\GEE
directory. Unload and reload the anti-virus scanning software.

Anti-virus Scanner is Removing Files in Quarantine Directories

Email that should be found in the Filter or Spam Control quarantines is missing,
there are no emails found in the Antivirus quarantine. The anti-virus scanner logs
report infected files deleted or quarantined but GEE Whiz Antivirus Statistics do
not reflect what the anti-virus scanner logs report.

Solution — reconfigure the anti-virus scanning software to exclude the following
directories:

SYS\GEE\GW\Filter
SYS\GEE\GW\Spam
SYS:\GEE\GW\Virii
SYS\GEE\NM\Filter
SYS:\GEE\NM\Spam
SYS\GEE\NM\Virii
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Unload and reload the Antivirus scanning software.

HTMP Replacement Message Problem

If the HTML replacement message is not showing up as HTML in the users email reader,
then ensure that your message contains properly formatted HTML. Also check that you
have changed both the CE header and CT header (in Anti-Virus options) to reflect the
changes to the replacement message.

Handling Abends

Omni support has developed a procedure to handle an abend (abnormal end) when an
customer experiences one. If an abend occurs, the administrator should contact Omni
support by phone at 780-423-4200. You will be asked for the following information:

a copy of the server ABEND.LOG file
a copy of the server CONSOLE.LOG file
a copy of the server AUTOEXEC.NCF file



a copy of the GEE / GEE Whiz OPTIONS.DAT file
the brand name and version of the anti-virus software installed on the server

Upon receipt of the files and information, the Omni support will examine the files to
determine if they can resolve the cause of the abend, otherwise the Omni support team
will forward the files to the developers of GEE / GEE Whiz for their resolution.

Uninstalling GEE Whiz

Should you choose to completely uninstall GEE / GEE Whiz, use the following procedure:

1.
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Open the GEE Whiz Administration Web Console and write down the file paths
for the GEE Work directories.

Shutdown GEE / GEE Whiz
Delete GEE.NLM, GEE.NCF, GEED.NCF, GEEP.NCF from SYS:\\SYSTEM
Delete the entire GEE directory, usually located in SYS:\GEE

Delete the entire GEE Work directory (depending on the version it could be one
of SYS:\GEE\GW\Work, SYS\GEE\NM\Work, SYS:\GEE_WORK, or
GWIA\GEE_WORK).

Ensure GWIA is running.
Move any files in GWIA\THIRD\RECEIVE to GWIA\RECEIVE
Move any files in GWIA\SEND to GWIA\THIRD\SEND

Verify that all messages were sent (should be no files in GWIA\RECEIVE or
GWIA\THIRD\SEND)

. Shutdown GWIA
11.
12.
13.
14.

Delete GWIA.CFG from SYS:\SYSTEM
Rename GWIA.BAK in SYS:\SYSTEM to GWIA.CFG
Restart GWIA

Uninstall Complete



Appendix A —How to Obtain Technical Help

Support and Maintenance Agreement

Full email and telephone support is available Monday to Friday between 7:00 a.m. and 6:00 p.m.
Mountain Time (UTC -7) for customers who have a valid support and maintenance agreement.
Limited email support may be available during extended hours. Email and telephone support is
also available to customers who are evaluating GEE / GEE Whiz. If required, support will be
provided to resellers, then customers with valid support and maintenance agreements, and finally
to customers evaluating products.

If you need to contact us, we are available through the following methods. Please make sure you
provide as many details as possible so we can better assist you.

Technical Support Email: support@omni-ts.com
License Support Email: licensing@omni-ts.com

Product Documentation: www.omni-ts.com select Products and follow the link for GEE Whiz
Support Forum: www.omni-ts.com select Support and follow the link for the Web Forum

Phone: 1-780-423-4200
Fax: 1-780-423-4711

Extended Hours Support

Support services can be provided on a per hour basis for customers who require dedicated
support for a specific short-term period during extended hours. Send an email to licensing@omni-
ts.com to request extended hours support.

Free Support

For customers who purchase licenses without support and maintenance agreements, their
support is limited to:

information available from the product documentation in .pdf format that is available for
public download,

online documentation at the GEE Whiz product website, and

online GEE and GEE Whiz 1.4.x web forums.

Telephone and email support is provided on a per incident or per hour basis, whichever is
greater.

Education Services

Omni provides a one-hour, free web seminar on GEE Whiz, every two weeks. Seminar
information and registration are available at www.omni-ts.com and click the “Web Seminars” link.

Customer Care Support Centre staff can provide one-to-one or one-to-many online education
sessions covering advanced features and configuration of a customer’s specific deployment. For
additional information, send an email to training@omni-ts.com.




Appendix B — GEE Whiz Best Practises

Following are some of the recommended Best Practices when first evaluating or implementing
GEE Whiz:

1.

When you use GEE Whiz for the first time, we recommend you limit the number of users who
are affected by your trial by turning on the "Enable Spam-Control Apply List" and selecting
the "Enable GEE Spam-Control ONLY on these addresses". Using this strategy allows you to
limit the number of users whose mail will be "spam scanned" by GEE Whiz. This way, only
the users in the Apply List will have their emails modified. The rest of the users will not notice
any difference in how their mail is treated. You can set a Global Apply List in the General
Tab, or you can create individual Apply Lists for each of the Anti-virus, Spam Control and
Attachment Blocking sections. The Global Apply List overrides the individual category
settings.

We recommend you leave the default subject modification for all emails identified as spam to
use *Sb* S-P-A-M *Sc* as the identifier. When you start using GEE Whiz, you might also
want to modify the Non-Spam Identifier to be *Sb* *Sc*. This will allow you to identify Spam
for your users but it will also identify the spam score for all emails. This will provide you with
the opportunity to determine what the best Spam theshold will be for your environment. After
you are comfortable with the levels, this can be easily changed to *Sb* in the GEE Whiz web
administration portal.

By selecting the options to "Add Spam Headers To Message" and to "Attach Spam
Results To Message" without selecting the "Only on Messages Found As Spam", the Spam
ratings for all emails will be attached to all emails. This will help you determine if there are
rules for which you want to change the weighting. Changing the GAS weightings is an
advanced function that can be implemented later on.

We strongly recommend you implement the Bayesian Classifier Filtering option with the
Default Bayesian tokens until you have established your own customised libraries of SPAM
(bad emails) and HAM (good emails). This will allow you to take advantage of the most
sophisticated Spam detection algorithm and heuristics that are available in GEE Whiz 1.4.x.
For more information on Bayesian Classifier Filtering, go to www.paulgraham.com. To
implement Bayesian Classifier Filtering with GEE Whiz, please select the "Enable Bayesian
Classifier" link in the GEE Whiz Admin web console. Bayesian Classifier Filtering allows you
to "teach" your system what is SPAM and what is HAM based on the emails that are received
by your company. The advantage of Bayesian Filtering is that it allows you to define SPAM
and HAM based on the email that is specific to your company. If your company is in the
entertainment or travel business, your HAM/SPAM email will be much different that if you are
in the healthcare or legal industries. Bayesian filtering allows your SPAM detection to be
customised - based on the definition of SPAM/HAM emails that are important to your
company.

We suggest that you create a folder off root in each of your users GroupWise accounts called
"SPAM" and create a rule that moves any emails that contain S-P-A-M in the subject to this
folder. (This process can be done automatically with our CRU for GEE Whiz tool after you
buy GEE Whiz.) This separates the spam from the regular mail for your users. More
importantly, it allows your users to ensure that what GEE Whiz has identified as spam is
actually spam and not a "false positive". A "false positive" is mail that is desired by the user
that GEE Whiz has identified as spam. False positives usually fall into what we call an
"intermediate” threshold and are best monitored by the end user. Using this strategy
significantly decreases the amount of work that you will have to do as an administrator.



6. Our recommended Spam thresholds are:
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After you have tweaked the values based on feedback from your test group, you will have a much
better idea of values that are appropriate for your environment.

These strategies will allow you to start using GEE Whiz with the least amount of interruption for
your users.




Appendix C —Using the Bayesian Classifier

IMPLEMENTING BAYESIAN CLASSIFIER FILTERING WITH GEE WHIZ

Bayesian filtering is one of the most sophisticated spam detection heuristic algorithms available.
Bayesian filtering is based on mathematical algorithms that project the "probability” of an email
being spam by comparing a known corpus of SPAM (bad email) and HAM (good email). What
makes Bayesian filtering so effective and valuable is the fact that “Bayesian Classifier Filtering”
can be customized to use your specific email libraries rather than a "general” library. There is a
wealth of information about Bayesian Filtering on the Internet. For more information on Bayesian
filtering, do a search on Google or go to: www.paulgraham.com.

USING THE DEFAULT SET OF BAYESIAN TOKENS

GEE Whiz ships a default set of Bayesian tokens based on a library of known SPAM and HAM.
By selecting the "Use Default Bayes Token" option, you can immediately take advantage of
enhanced spam detection. When you enable the default Bayesian option, GEE Whiz uses the
DBAYES.DAT file in the SYS:GEE\TMPLTS directory. To read the DBAYES.DAT file, open it with
Internet Explorer. You can revert to the Default Tokens at any time by selecting the "Use Default
Bayes Token" link:

1. Go to Bayesian Classifier and select Enable Bayesian Classifier in the GEE Whiz
Admin web console.

Click the "Use Default Bayes Tokens" link.
Click Submit.

4. You can see the number of tokens and the default Spam Assassin values that are
assigned to Bayesian Filtering. To change the default spam scores that are assigned by
Bayesian Filtering, go to the "Ruleset" link, do a search (Ctrl F) for the word "Bayes" and
make the necessary changes. We have found that increasing the positive values and
decreasing (bringing closer to zero) the negative values has been quite useful in fine-
tuning GEE Whiz ability to catch spam.

5. We do NOT recommend using the "Teach Bayesian Classifier" option unless you have
read the information below about how to customise Bayesian Classifier Filtering.

CUSTOMISING BAYESIAN CLASSIFIER FILTERING

To customise Bayesian Classifier Filtering, you will need to have a library of known good mail
(HAM) and known bad mail (SPAM). This mail must be in raw MIME format. The best way to
gather these emails is to create shared folders called SPAM and HAM and ask a limited number
of "trustable" users to move emails into the appropriate folders. The users need to be "trustable”
because you want them to put the right types of emails into the right shared folders! Another way
to gather the emails is to distribute one of the freeware utilities that are available to export emails
from GroupWise and have your users export their emails directly to a shared SPAM and HAM
directory on your server.

The following are links to two GroupWise email export programmes. ExportSpam
(http://devl.omniclass.net/files/exportspam.zip) was developed by Michael Bell, the developer of
Guinevere (www.openhandhome.com). The second programme, GWMime822
(http://devl.omniclass.net/files/gwmime822.zip), was sent to us by email without acknowledging
the name of the developer.




1. After gathering a sufficient number of SPAM/HAM emails (minimum of 1000 each of
SPAM and HAM are recommended):



2. Create the following directories in the GEE Whiz installation directory (by default
SYS:GEE)
SYS:GEE\BAYES
SYS:GEE\BAYES\HAM
SYS:GEE\BAYES\SPAM

3. Export/copy the SPAM emails to the SPAM directory and the HAM emails to the HAM
directory. Our testing has shown Bayesian Filtering to be effective with as few as 300
emails. The more emails you have (especially the HAM emails), the more accurate the
detection will be.

Select the "Teach Bayesian Classifier" link in the GEE Whiz administration interface. This
causes the GEE Whiz Bayesian Learner to "teach" the Bayesian Classifier. GEE Whiz scans the
emails in the two directories and creates a new set of Bayesian tokens. Depending on the speed
of your server, the number of emails, and how busy your server is, this may take from 30 seconds
to five minutes. It took five minutes to read 10,000 SPAM and 2,500 HAM emails on a 667 MHz
PlIl with 512 Megabytes of RAM.

Each time you select the "Teach Bayesian Classifier" link, GEE Whiz replaces the previous set of
tokens, reads the SPAM and HAM emails and creates a new BAYES.DAT file that contains the
token information (SYS:GEE\TMPLTS\BAYES.DAT). To read the file, open it with Internet
Explorer. You can update the tokens by going through steps 2 and 3 above.

Note: Do not select the "Teach Bayesian Classifier" link if you do not have emails in the
GEE\BAYES\SPAM and HAM directories. You can always go back to the default set of Bayesian
Tokens by selecting the "Use Default Bayes Tokens" link.

ENABLE AUTO-BAYES

Auto-Bayes is a way to "prime" your Bayesian filtering. We recommend that you do not use
Auto-Bayes.

Auto-Bayes is a feature that will automatically copy spam messages which score above the spam
threshold, or ham messages which score below the ham threshold, to the bayes spam and ham
directories respectively. If the max corpus size for a given corpus is hit the oldest message will be
deleted. Once a day, the classifier will automatically re-learn from the messages in the
directories. The problem with Auto-Bayes is if the original email corpus is not primed to be very
accurate, then some good email will be placed in the SPAM folder and bad email will be placed in
the HAM folder. Over time, the email corpus will become polluted reducing the effectiveness of
the Bayesian Classifier.

RECOVER FROM “POLLUTED” BAYESIAN EMAIL CORPUS

If Auto-Bayes was enabled immediately after installation or without creating an accurate email
corpus, eventually the Bayesian classifier will “tag” good email as spam and bad email as ham.
This problem will get worse over time as the “Teach Classifier” feature places more false
positives and false negatives in the email corpus.



Use the following procedure to remove a “polluted” email corpus and replace it with a new email
corpus:

1. Inthe GEE Whiz Admin web console, go to “Spam Control” and then select “Bayesian
Classifier”.

Remove the check for “Enable Bayesian Classifier” and click “Submit”.
Unload GEE Whiz.

4. Delete or rename the BAYES.DAT and DBAYES.DAT files in the SYS:\GEE\TMPLTS
directory.

5. Load GEEINST.NLM at the server to reinstall GEE Whiz over the current installation.
This will add a clean version of the Bayesian Classifier email corpus files.

Load GEE Whiz using GEE.NCF or GEEP.NCF

In the GEE Whiz Admin web console, go to “Spam Control” and then select “Bayesian
Classifier”.

8. Add the check for “Enable Bayesian Classifier” and click “Submit”.
Verify that email is processing by monitoring the GEE Whiz server console.



Appendix D - Open-Sour ce Project Acknowledgements

GEE / GEE Whiz makes use of several open-source projects, all of which are listed here with respect to
their licenses, developers, and the open-source community in general. Submersion itself is actively
involved in this community, with several of our developers involved in one open-source project or another.

Submersion would like to acknowledge and thank the following Open-Source Projects which we either
make use of in our product or have studied in the making of this product:

Zlib 114
Zlib is © 1995-2002 Jean-loup Gailly and Mark Adler.
The library was entirely written by Jean-loup Gailly and Mark Adler. (jloup@gzip.org and
madl er @al umni.caltech.edu)
GEE / GEE Whiz uses the original library which has not been modified.
Source distributions can be obtained from either:
http://www.zlib.org or http://www.gzip.org/zlib/ .

GEE / GEE Whiz makes use of Zlib subject to its license, excerpt quoted:

“Permission is granted to anyone to use this software for any purpose, including commercial
applications, and to alter it and redistribute it freely.”
(Subject to restrictions which we believe we have followed).

PCRE 4.4
PCRE is© 1997-2001 University of Cambridge
The library was entirely written by Philip Hazel. (ph10@cam.ac.uk)
GEE / GEE Whiz uses the original library which has not been modified.
Source distributions can be obtained from:
ftp://ftp.csx.cam.ac.uk/pub/sof tware/programming/pcre/

GEE / GEE Whiz makes use of PCRE subject to its license, excerpt quoted:

“Permission is granted to anyone to use this software for any purpose on any computer system,
and to redistribute it freely.”
(Subject to restrictions which we believe we have followed).

Additionally, subject to the PCRE license:

Regular expression support is provided by the PCRE library package, which is open source
software, written by Philip Hazel, and copyright by the University of Cambridge, England.

Spam Assassin 2.64
Spam Assassin is © 2002-2004 Justin Mason
The library was (partialy|entirely) written by Justin Mason
GEE / GEE Whiz only uses parts of the original package, namely the files which make up the
ruleset. These portions of the original package have not been modified from their original state,
other than changing the file names to suit NetWare 8.3 namespace. All original Spam Assassin
source files and documentation can be found here:
http://Spam Assassin.org/

GEE / GEE Whiz makes use of Spam Assassin subject to its Artistic license, excerpt quoted:

“You may distribute this Perl Package in aggregate with other (possibly commercial) programs as
part of alarger (possibly commercial) software distribution provided that you do not advertise this
Perl Package as a product of your own.”

(Subject to restrictions which we believe we have followed).



Additionally, subject to the Spam Assassin Artistic license:
GEE / GEE Whiz includes the configuration files that are distributed with Spam Assassin.
Submersion makes no claim as to have written the configuration files, nor to have created the
genetic algorithm from which these files have been derived.

GD GraphicsLibrary 2.0.11 (including jpeg library)
Portions copyright 1994, 1995, 1996, 1997, 1998, 1999, 2000, 2001, 2002 by Cold Spring Harbor
Laboratory. Funded under Grant P41-RR02188 by the National Institutes of Health.
Portions copyright 1996, 1997, 1998, 1999, 2000, 2001, 2002 by Boutell.Com, Inc.
Portions relating to GD2 format copyright 1999, 2000, 2001, 2002 Philip Warner.
Portions relating to PNG copyright 1999, 2000, 2001, 2002 Greg Roelof s.
Portions relating to gdttf.c copyright 1999, 2000, 2001, 2002 John Ellson (ellson@lucent.com).
Portions relating to gdft.c copyright 2001, 2002 John Ellson (ellson@lucent.com).
Portions relating to JPEG and to color quantization copyright 2000, 2001, 2002, Doug Becker and
copyright (C) 1994, 1995, 1996, 1997, 1998, 1999, 2000, 2001, 2002, Thomas G. Lane. This
softwareis based in part on the work of the Independent JPEG Group. See the file README-
JPEG.TXT for more information.

Portions relating to WBMP copyright 2000, 2001, 2002 Maurice Szmurlo and Johan Van den
Brande.

GEE / GEE Whiz makes use of GD subject to its license, excerpt quoted:

“Permission has been granted to copy, distribute and modify gd in any context without fee,
including acommercial application” (Subject to restrictions which we believe we have followed).

© 2002-2004 Submersion Corporation



Appendix E - End-User License Agreement

SUBMERSION CORPORATION END-USER LICENSE AGREEMENT
Licensor:

Submersion Corporation
4949-50 Street
Camrose, Alberta
Canada

T4V-1P9

Noticeto End User:

Thisisalegal document between you and the Submersion Corporation (“Submersion”). It is
important that you read this document before using the Submersion Cor por ation-provided softwar e
(“ Softwar€e”) and any accompanying documentation (“ Documentation”). By using the Softwar e, you
agreeto be bound by theterms of this Agreement whether or not you decide to purchasethe
Softwar e. If you do not agree, you are not licensed to use the Software, and you must destroy any
downloaded copies of the Software in your possession or control.

1. SOFTWARE LICENSE

(a) License Grant. Submersion Corporation grants you a non-exclusive, non-transferable (except as
provided below), limited license to install and use a copy of the Software on one (1) compatible email
Server.

(b) Server Use. You may install one copy of the Software on your computer file server for the purpose of
downloading and installing the Software onto other computers within your internal network. No other
network use is permitted from your file server, including without limitation using the Software either
directly or through commands, data or instructions from or to a computer not part of your internal network,
or by any user not licensed to use this copy of the Software through avalid license from Submersion
Corporation. All normal use of the software is permitted when it isinstalled on a compatible email server,
with the limitation that all users accessing the software be licensed appropriately. In the case that the email
server and file server are one and the same, then the network use permitted to an email server applies.

(c) Backup and Archival Copies. You may make one backup and one archival copy of the Software,
provided your backup and archival copiesare not installed or used on any computer and further provided
that all such copies shall bear the original and unmodified copyright, patent and other intellectual property
markings that appear on or in the Software. Y ou may not transfer the rights to a backup or archival copy
unless you transfer all rightsin the Software as provided under Section 3.

(d) Home Use. You, as the primary user or administrator of the computer on which the Software is
installed, may also install the Software on one of your home computers. However, the Software may not be
used on your home computer at the same time as the Software is being used on the primary computer.

(e) License Files. You will receive alicense file when you elect to purchase the Software. The licensefile
will permit operation of the Software after an initial evaluation period. Y ou may not re-license, reproduce
or distribute a license file except with the express written permission of Submersion Corporation. You are
permitted to make one backup and one archival copy of the license file provided that these copies are not
installed or used on any other computer.

(f) Title. Titleto the Software is not transferred to you. Ownership of all copies of the Software and of
copies made by you is vested in Submersion Corporation, subject to the rights of use granted to you in this
Agreement.

(g) Reverse Engineering. Y ou may not reverse engineer, decompile, disassemble or otherwise attempt to
discover the source code, underlying ideas, underlying user interface techniques or algorithms of the
Software by any means whatsoever, directly or indirectly, or disclose any of the foregoing, except to the
extent you may be expressly permitted to decompile under applicable law, it is essential to do so in order to
achieve operability of the Software with another software program, and you have first requested
Submersion Corporation to provide the information necessary to achieve such operability and Submersion



Corporation has not made such information available. Submersion Corporation has the right to impose
reasonable conditions and to request a reasonable fee before providing such information. Any information
supplied by Submersion Corporation or obtained by you, as permitted hereunder, may only be used by you
for the purpose described herein and may not be disclosed to any third party or used to create any software
which is substantially similar to the expression of the Software. Requests for information should be
directed to the Submersion Corporation Customer Support Department.

(h) Other Restrictions. You may not loan, rent, lease, sublicense, distribute or otherwise transfer al or any
portion of the Software to third parties except to the limited extent set forth in Section 3. Y ou may not copy
the Software except as expressly set forth above, and any copies that you are permitted to make pursuant to
this Agreement must contain the same copyright, patent and other intellectual property markings that
appear on or in the Software. Y ou may not modify, adapt or translate the Software. Y ou may not, directly
or indirectly, encumber or suffer to exist any lien or security interest on the Software; knowingly take any
action that would cause the Software to be placed in the public domain; or use the Software in any
computer environment not specified in this Agreement. Y ou will comply with applicable law and
Submersion Corporation’ s instructions regarding the use of the Software. Y ou agree to notify your
employees and agents who may have access to the Software of the restrictions contained in this Agreement
and to ensure their compliance with these restrictions. THE SOFTWARE ISNOT INTENDED FOR USE
IN THE OPERATION OF NUCLEAR FACILITIES, AIRCRAFT NAVIGATION, COMMUNICATION
SYSTEMSOR AIR TRAFFIC CONTROL EQUIPMENT, WHERE THE FAILURE OF THE
SOFTWARE COULD LEAD TO DEATH, PERSONAL INJURY OR SEVERE PHYSICAL OR
ENVIRONMENTAL DAMAGE. YOU AGREE THAT YOU ARE SOLELY RESPONSIBLE FOR THE
ACCURACY AND ADEQUACY OF THE SOFTWARE FOR ITSINTENDED USE AND YOU WILL
INDEMNIFY AND SAVE HARMLESS SUBMERSION CORPORATION FROM ANY 3RD PARTY
SUIT TO THE EXTENT BASED UPON THE ACCURACY AND ADEQUACY OF THE SOFTWARE
IN YOUR USE.

(i) License Compliance. Submersion Corporation has a built-in license compliance module that helps you
to avoid any unintentional violation of this Agreement.

()) License Validation. Submersion Corporation may use your internal network and internet connection for
the purpose of transmitting license-related data entered by the user at the time of installation or registration
to a Submersion Corporation-operated license server and validating the authenticity of the license-related
datain order to protect Submersion Corporation against software piracy.

(k) Internet Update. Submersion Corporation may provide an optional Internet Update service to you, free
of charge. Submersion Corporation may use your internal network and internet connection for the purpose
of transmitting license-related data to a Submersion Corporation-operated Internet Update server in order to
validate your license and determine if there is any update available for you. Y ou are free to deactivate this
service in the Software settingsif it becomes available to you.

2. INTELLECTUAL PROPERTY RIGHTS

Acknowledgement of Submersion Corporation's Rights. You acknowledge that the Software and any
copies that you are authorized by Submersion Corporation to make are the intellectual property of and are
owned by Submersion Corporation and its suppliers. The structure, organization and code of the Software
are the valuable trade secrets and confidential information of Submersion Corporation and its suppliers.
The Software is protected by copyright, including without limitation by Copyright Law, international treaty
provisions and applicable laws in the country in which it is being used. Y ou acknowledge that Submersion
Corporation retains the ownership of all patents, copyrights, trade secrets, trademarks and other intellectual
property rights pertaining to the Software, and that Submersion Corporation’ s ownership rights extend to
any images, photographs, animations, videos, audio, music, text and “applets’ incorporated into the
Software and all accompanying printed materials. Y ou will take no actions which adversely affect
Submersion Corporation’ sintellectual property rightsin the Software. Trademarks shall be used in
accordance with accepted trademark practice, including identification of trademark owners' names.
Trademarks may only be used to identify printed output produced by the Software, and such use of any
trademark does not give you any right of ownership in that trademark. GEE, GEE WHIZ, and
SUBMERSION CORPORATION are trademarks of Submersion Corporation. NetWare, Novell and
GroupWise are trademarks of Novell. Except as expressly stated above, this Agreement does not grant you
any intellectual property rightsin the Software.

3.LIMITED TRANSFER RIGHTS



Notwithstanding the foregoing, you may transfer all your rights to use the Software to another person or
legal entity provided that: (a) you also transfer each of this Agreement, the Software and all other software
or hardware bundled or pre-installed with the Software, including all copies, updates and prior versions, to
such person or entity; (b) you retain no copies, including backups and copies stored on a computer; (c) the
receiving party secures alicense file from Submersion Corporation; and (d) the receiving party accepts the
terms and conditions of this Agreement and any other terms and conditions upon which you legally
purchased alicense to the Software. Notwithstanding the foregoing, you may not transfer education, pre-
release, or not-for-resale copies of the Software.

4. PRE-RELEASE PRODUCT ADDITIONAL TERMS

If the product you have received with this license is pre-commercial release or beta Software (“Pre-release
Software”), then this Section applies. To the extent that any provision in this Section isin conflict with any
other term or condition in this Agreement, this Section shall supersede such other term(s) and condition(s)
with respect to the Pre-release Software, but only to the extent necessary to resolve the conflict. You
acknowledge that the Software is a pre-release version, does not represent final product from Submersion
Corporation, and may contain bugs, errors and other problems that could cause system or other failures and
dataloss. CONSEQUENTLY, THE PRE-RELEASE SOFTWARE ISPROVIDED TO YOU “ASIS’,
AND SUBMERSION CORPORATION DISCLAIMSANY WARRANTY OR LIABILITY
OBLIGATIONSTO YOU OF ANY KIND EXPRESS OR IMPLIED. WHERE LEGALLY LIABILITY
CANNOT BE EXCLUDED FOR PRE-RELEASE SOFTWARE, BUT IT MAY BE LIMITED,
SUBMERSION CORPORATION'SLIABILITY AND THAT OF ITS SUPPLIERS SHALL BE
LIMITED TO THE SUM OF FIFTY DOLLARS (U.S.$50) IN TOTAL. Y ou acknowledge that
Submersion Corporation has not promised or guaranteed to you that Pre-release Software will be
announced or made available to anyone in the future, that Submersion Corporation has no express or
implied obligation to you to announce or introduce the Pre-release Software and that Submersion
Corporation may not introduce a product similar to or compatible with the Pre-release Software.
Accordingly, you acknowledge that any research or development that you perform regarding the Pre-
release Software or any product associated with the Pre-rel ease Software is done entirely at your own risk.
During the term of this Agreement, if requested by Submersion Corporation, you will provide feedback to
Submersion Corporation regarding testing and use of the Pre-release Software, including error or bug
reports. If you have been provided the Pre-release Software pursuant to a separate written agreement, your
use of the Software is governed by such agreement. Y ou may not sublicense, lease, loan, rent, distribute or
otherwise transfer the Pre-release Software. Upon receipt of alater unreleased version of the Pre-release
Software or release by Submersion Corporation of a publicly released commercial version of the Software,
whether as a stand-alone product or as part of alarger product, you agree to return or destroy all earlier Pre-
release Software received from Submersion Corporation and to abide by the terms of the license agreement
for any such later versions of the Pre-rel ease Software.

5. WARRANTY AND LIMITATION OF LIABILITY

(a) Limited Warranty. Submersion Corporation warrants that (a) the Software will perform substantially
in accordance with any accompanying Documentation for a period of ninety (90) days from the date of
receipt, and (b) any support services provided by Submersion Corporation shall be substantially as
described section 6 of this agreement. Some jurisdictions do not allow limitations on duration of an implied
warranty, so the above limitation may not apply to you. To the extent allowed by applicable law, implied
warranties on the Software, if any, are limited to ninety (90) days.

(b) Customer Remedies. Submersion Corporation’s and its suppliers’ entire liability and your exclusive
remedy shall be, at Submersion Corporation’s option, either (a) return of the price paid, if any, or (b) repair
or replacement of the Software that does not meet Submersion Corporation’s Limited Warranty and which
isreturned to Submersion Corporation with a copy of your receipt. This Limited Warranty isvoid if failure
of the Software has resulted from accident, abuse or misapplication. Any replacement Software will be
warranted for the remainder of the original warranty period or thirty (30) days, whichever islonger.

(c) No Other Warranties. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW,
SUBMERSION CORPORATION AND ITS SUPPLIERS DISCLAIM ALL OTHER WARRANTIES
AND CONDITIONS, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO,
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE,
INFORMATIONAL CONTENT OR ACCURACY, QUIET ENJOYMENT, TITLE AND NON-
INFRINGEMENT, WITH REGARD TO THE SOFTWARE, AND THE PROVISION OF OR FAILURE



TO PROVIDE SUPPORT SERVICES. THISLIMITED WARRANTY GIVES YOU SPECIFIC LEGAL
RIGHTS. YOU MAY HAVE OTHERS, WHICH VARY FROM JURISDICTION TO JURISDICTION.

(d) Limitation Of Liability. TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, IN
NO EVENT SHALL SUBMERSION CORPORATION OR ITS SUPPLIERS BE LIABLE FOR ANY
SPECIAL, INCIDENTAL, DIRECT, INDIRECT OR CONSEQUENTIAL DAMAGES WHATSOEVER
(INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS,
BUSINESS INTERRUPTION, LOSS OF BUSINESS INFORMATION, OR ANY OTHER PECUNIARY
LOSS) ARISING OUT OF THE USE OF OR INABILITY TO USE THE SOFTWARE OR THE
PROVISION OF OR FAILURE TO PROVIDE SUPPORT SERVICES, EVEN IF SUBMERSION
CORPORATION HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. IN ANY
CASE, SUBMERSION CORPORATION’'SENTIRE LIABILITY UNDER ANY PROVISION OF THIS
AGREEMENT SHALL BE LIMITED TO THE AMOUNT ACTUALLY PAID BY YOU FOR THE
SOFTWARE PRODUCT. Because some jurisdictions do not allow the exclusion or limitation of liability,
the above limitation may not apply to you. In such states and jurisdictions, Submersion Corporation’s
liability shall be limited to the greatest extent permitted by law.

(e) Infringement Claims. Submersion Corporation will indemnify and hold you harmless and will defend
or settle any claim, suit or proceeding brought against you that is based upon a claim that the content
contained in the Software infringes a copyright or violates an intellectual or proprietary right protected by
law (“Claim”), but only to the extent the Claim arises directly out of the use of the Software. Y ou must
notify Submersion Corporation in writing of any Claim within ten (10) business days after you first receive
notice of the Claim, and you shall provide to Submersion Corporation at no cost with such assistance and
cooperation as Submersion Corporation may reasonably request from time to time in connection with the
defense of the Claim. Submersion Corporation shall have sole control over any Claim (including, without
limitation, the selection of counsel and the right to settle on your behalf on any terms Submersion
Corporation deems desirable in the sole exercise of its discretion). Y ou may, at your sole cost, retain
separate counsel and participate in the defense or settlement negotiations. Submersion Corporation shall
pay actual damages, costs, and attorney fees awarded against you (or payable by you pursuant to a
settlement agreement) in connection with a Claim to the extent such damages and costs are not reimbursed
to you by insurance or athird party, to an aggregate maximum equal to the purchase price of the Software.
If the Software or its use becomes the subject of a Claim or its use is enjoined, or if in the opinion of
Submersion Corporation’slegal counsel the Software is likely to become the subject of a Claim,
Submersion Corporation shall attempt to resolve the Claim by using commercially reasonable efforts to
modify the Software or obtain alicense to continue using the Software. If in the opinion of Submersion
Corporation’s legal counsel the Claim, the injunction or potential Claim cannot be resolved through
reasonable modification or licensing, Submersion Corporation, at its own election, may terminate this
Agreement without penalty, and will refund to you on a pro rata basis any fees paid in advance by you to
Submersion Corporation. THE FOREGOING CONSTITUTES SUBMERSION CORPORATION’S SOLE
AND EXCLUSIVE LIABILITY FOR INTELLECTUAL PROPERTY INFRINGEMENT. Thisindemnity
does not apply to infringements that would not be such, except for customer-supplied elements.

6. SUPPORT AND MAINTENANCE

Submersion Corporation offers an optional “ Support & Maintenance Package” which you may elect to
purchase in addition to your Software license. The Support Period covered by such a package shall be
delineated at such time as you elect to purchase the package. Y our rights with respect to support and
maintenance depend on your decision to purchase this optional package:

If you have not purchased the Support & Maintenance Package, you will receive the Software AS IS and
will not receive any maintenance releases or updates. However, Submersion Corporation, at it’s option,
may decide to offer maintenance releases to you as a courtesy, but these maintenance releases will not
include any new features in excess of the feature set at the time of your purchase of the Software. In
addition, Submersion Corporation will provide free technical support to you for 30 days after the date of
your purchase (the “ Support Period” for the purposes of this paragraph a), and Submersion Corporation, in
its discretion, may also provide free courtesy technical support during your 30-day evaluation period.
Technical support is provided via email only, and there is no guaranteed response time.



(b) If you have purchased the Support & Maintenance Package, you will receive the Software and all
maintenance rel eases or updates for the duration of the Support Period, which may or may not include
additional features. Updates and maintenance releases only cover the minor releases within the same major
version of the software that you have purchased, and upgrades to the next major version are specifically not
included in this maintenance. However, Submersion Corporation will offer you an “upgrade advantage”, by
providing you with a special upgrade price for the next major version of the Software, which is guaranteed
to be lower than the future upgrade price to the next major version that customers without a current Support
and Maintenance Package will have to pay. In addition, Submersion Corporation will provide Priority
Technical Support to you for the duration of the Support Period. Priority Technical Support is provided via
email only, and Submersion Corporation will make commercially reasonable efforts to respond via e-mail
to al requests within 48 hours during Submersion Corporation’s business hours, and to make reasonable
efforts to provide work-arounds to errors reported in the Software.

During the Support Period you may also report any Software problem or error to Submersion Corporation.
If Submersion Corporation determines that a reported reproducible material error in the Software exists and
significantly impairs the usability and utility of the Software, Submersion Corporation agrees to use
reasonable commercial efforts to correct or provide a usable work-around solution in an upcoming
maintenance release or update, which is made available at certain times at Submersion Corporation’s sole
discretion. If Submersion Corporation, in its discretion, requests written verification of an error or
malfunction discovered by you or requests supporting example files that exhibit the Software problem, you
shall promptly provide such verification or files, by email, telecopy, or overnight mail, setting forth in
reasonable detail the respects in which the Software fails to perform. Y ou shall use reasonable efforts to
cooperate in diagnosis or study of errors.

Submersion Corporation may include error corrections in maintenance releases, updates, or new major
releases of the Software. Submersion Corporation is not obligated to fix errors that are immaterial.
Immaterial errors are those that do not significantly impact use of the Software.

Whether or not you have purchased the Support & Maintenance Package, technical support only covers
issues or questions resulting directly out of the operation of the Software and Submersion Corporation will
not provide you with generic consultation, assistance, or advice under any circumstances.

Updating Software may require the updating of software not covered by this Agreement before installation.
Updates of the operating system or network operating system and application software not specifically
covered by this Agreement are your responsibility and will not be provided by Submersion Corporation
under this Agreement.

Submersion Corporation’s obligations under this Section 6 are contingent upon your proper use of the
Software and your compliance with this Agreement. Submersion Corporation shall be under no obligation
to provide the above technical support if, in Submersion Corporation’s opinion, the Software has failed due
to the following conditions: (i) damage caused by the relocation of the software to another location or CPU;
(i) alterations, modifications or attempts to change the Software without Submersion Corporation’ s written
approval; (iii) causes external to the Software, such as natural disasters, the failure or fluctuation of
electrical power, or computer equipment failure; (iv) your failure to maintain the Software at Submersion
Corporation’s specified release level; or (v) use of the Software with other software without Submersion
Corporation’s prior written approval.

It will be your sole responsibility to: (i) comply with all Submersion Corporation-specified operating and
troubleshooting procedures and then notify Submersion Corporation immediately of Software malfunction
and provide Submersion Corporation with complete information thereof; (iii) provide for the security of
your confidential information; (iv) establish and maintain backup systems and procedures necessary to
reconstruct lost or atered files, data or programs.

7. TERM AND TERMINATION

This Agreement may be terminated (a) by your giving Submersion Corporation written notice of
termination; or (b) by Submersion Corporation, at its option, giving you written notice of termination if you
commit a breach of this Agreement and fail to cure such breach within ten (10) days after notice from
Submersion Corporation. Upon any termination of this Agreement, you must cease all use of the Software,
destroy all copies then in your possession or control and take such other actions as Submersion Corporation
may reasonably request to ensure that no copies of the Software remain in your possession or control.



8. GENERAL PROVISIONS

If thereisalocal subsidiary of Submersion Corporation in the country in which the Software was obtained,
then the local law of the jurisdiction in which the subsidiary islocated shall govern this Agreement.
Otherwise, this Agreement shall be governed by the laws of Canada. This Agreement contains the entire
agreement and understanding of the parties with respect to the subject matter hereof, and supersedes all
prior written and oral understandings of the parties with respect to the subject matter hereof. Any notice or
other communication given under this Agreement shall be in writing and shall have been properly given by
either of usto the other if sent by certified or registered mail, return receipt requested, or by overnight
courier to the address shown on Submersion Corporation’s Web site for Submersion Corporation and the
address shown in Submersion Corporation’s records for you, or such other address as the parties may
designate by notice given in the manner set forth above. This Agreement will bind and inure to the benefit
of the parties and our respective heirs, personal and legal representatives, affiliates, successors and
permitted assigns. The failure of either of us at any time to require performance of any provision hereof
shall in no manner affect such party’ sright at a later time to enforce the same or any other term of this
Agreement. This Agreement may be amended only by a document in writing signed by both of us. In the
event of abreach or threatened breach of this Agreement by either party, the other shall have all applicable
equitable as well aslegal remedies. The Software and its related documentation may not be exported or re-
exported in violation of the Export Administration Act and its implementing regulations or the laws of the
jurisdiction in which the Software was obtained. Each party is duly authorized and empowered to enter into
and perform this Agreement. If, for any reason, any provision of this Agreement is held invalid or
otherwise unenforceable, such invalidity or unenforceability shall not affect the remainder of this
Agreement, and this Agreement shall continue in full force and effect to the fullest extent allowed by law.
The parties knowingly and expressly consent to the foregoing terms and conditions.



