HDU

(Help Desk Utility)
User Guide

This Guide

Welcome to HDU, a utility that provides an intuitive interface for Help Desk Operators (HDOs). It allows you to
manage user accounts and perform the most common tasks like change a forgotten password or unlock an
account. With HDU you finally have a utility that provides quick and easy access to user objects, it keeps you

away from the complexities and stress of more powerful tools like ConsoleOne, NetWare Administrator or
iManage.

How HDU Works

There are two components to HDU: the HDU Configuration Utility (hduconfig.exe) and the HDU executable
(hdu.exe). Your network administrator will set up HDU by running the HDU Configuration Utility on a
workstation to create the hdu.ini file that contains the task collections (security settings and functions that you
will be able to use). Different HDOs can have different hdu.ini files and it is possible that you will not have
some of the tasks enabled that are described in this guide. The hdu.ini and hdureg.dat files need to be copied
to the directory from which HDU.exe is run, by default HDU us installed to c:\Program Files\Omni\HDU.

When you run HDU, the utility will load and enable the features defined in the hdu.ini file.
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Installing HDU

Requirements:

A Windows 98/NT4/2000 Professional or Windows XP Professional desktop, with current NetWare
Client

» A user account with appropriate rights to NDS/eDirectory and GroupWise user accounts

« HDU licence file.

Installation steps:
1. Download and save hdu-install.exe installation files to a temporary directory.

2. On the HDOs Microsoft Windows computer, run hdu-install.exe to install a copy of HDU to the default
directory of c:\Program Files\Omni\HDU.

3. Place a copy of the hdureg.dat licence file and the hdu.ini configuration file into the HDU installation
directory (your administrator can name the HDU configuration file to something other than hdu.ini, e.g.
hdusales.ini).

4. (Optional) Rename the HDU configuration file to be named hdu.ini.

Use HDU to Manage Users

Task Collections

HDU provides you with the abiity to search for user accounts and manage user accounts using the following
task collections:

» Disable or enable user accounts

* Reset user passwords

» Configure various account restrictions
* Add or remove group memberships

* Add or remove organizational roles

» Configure NetMail

e Configure GroupWise Distribution Lists

*  Modify Account Indentification

Search for Users

HDU will be configured by your network administrator to enable search and management of users within the
entire NDS/eDirectory tree or for one or more specific OU containers in the NDS/eDirectory tree. You can
search for users by first name, last name or account name. You are permitted to perform wildcard searches,
e.g. br* in the first name will find all users whose first name starts with the letters “br”. Searches are case
insensitive.
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Once HDU displays the list of users, you can right-click any user to display a drop-down menu of tasks which
you can perform. The list of tasks enabled in the hdu.ini file is referred to as a “task collection”.

Disable or Enable User Accounts

Right-click a user account and choose the Disable/Enable Account task and you will be provided a window
that displays the account status. If the account is enabled you will see a Disable Account button which you
can click, or click OK to cancel the task and leave the account enabled. If the account is disabled you will see
an Enable Account button and an OK button.

[t Help Desk Utility - v1.6.3
help desk utility

www.omni-ts.com

=101 |

— Search Parameter

| Searching Completel |

[ tisable Eeair

oK

]

zername | First Mame | Init. | Lazt Hame | Tree Mame |A
User name: I .CBraakzma.Berin ACME  Catrina 9533 Braaksma OMMIE-TREE
First I— CBrearley Berin ACME  Charangit 9542 Brearley OMMIE-TREE
IfEt name. CBridenstine.BerlinAC...  Chastity 947 Bridenstine OMMIE-TREE
Lazt name: Ibr" .CBrkich.Berlin ACME Cherlyn 9558 Brkich OMMIE-TREE
) CBrooke Berlin ACME Chiguia 1 Help Desk Utility - User Info
I™" Stop search on first result .CBrouillette BerlinACME  Chiistabel k= |—
-Jut. Berlin ACME Judy £ Thiz account iz enabled.
.CaBrackin¥ancouver.... Caye

Revised: November 22, 2006

© 2002-2006 Omni Technology Solutions Inc.

Page 4 of 11



HDU User Guide

omnb

Www.omni-ts.com

Reset User Passwords

Right-click a user account and choose Reset Password which will open a Set Password window. Under
Password Settings you should confirm the user account name and choose the password change type. HDU
can only change NDS/eDirectory and GroupWise passwords. Under NDS / GroupWise Passwords enter the
new password twice, select Change & Expire NDS Password if desired, and click Set Password to force the

password change, or click Cancel.

Help Desk Utility - v1.6.3
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Depending on how your task collection is configured, you may be provided any of the following password

change types:

NDS Password only

* NDS & Same GW Password
NDS & Different GW Password
¢ GW Password only

Configure Account Restrictions

Right-click a user account and choose Restrictions. With HDU you can set account restrictions, login

restrictions and clear (unlock) intruder lockout.
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Select Password Restrictions to open the configuration window.
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You can:

» Allow or deny the user the ability to change their own password

* Require a password and set the minimum length (minimum of 8 characters is recommended)
* Force periodic password changes and set the next password expiration date/time

» Require unique passwords (by default eDirectory will remember the previous 10 passwords)
» Limit grace logins

Select Login Restrictions to open the configuration window.
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You can:

+ Disable the account
» Set an expiration date and time when the account will automatically disable itself
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e Limit the number of concurrent connections (maximum of 2 recommended)

Select Intruder Lockout to remove or lift the lockout status enforced by the intruder detection settings of the
users NDS/eDirectory OU container.
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Add/Remove Group Memberships

Right-click the user account and select Group Memberships to view, add or remove group memberships.

[T Help Desk Utility - ¥1.6.3 =101 |
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To add one or more groups, click the Add Group(s) button and then select the List All Groups to see the
master list.
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Select the desired groups to make the user a member of and click the Add Group(s) button followed by the

Save Change(s) button.

Add/Remove Organizational Roles

Right-click the user account and select Organizational Roles. Adding organizational roles is similar to adding
groups described above. Click the Add Organizational Role(s) button. Highlight the desired organizational
role(s), click the Add Organizational Role(s) button and click the Save Change(s) button.
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Manage NetMail Account Preferences

HDU provides you with many configuration options to manage NetMail account preferences. Right-click the
user account and choose NetMail.

|I—Help Desk Utility - User Info: .CBraaksma.Berlin. ACME (OMNIG-TREE) il
Session Settings Local Date/Time Information Regional Information
[" User Disabled St kel ek |dd.MMw =] || TimeZone:  [(GMT-07:00) Mountain Time (US & Canada] |
Timeout: I Mirutes Lomg date farmat: Idd i 'l Default Charget: IUTF-S ﬂ
[V Enable Disk Quota Time format: Ih:mm tt 'l Language: IEninsh -ENG 4] ﬂ
Size: I'ID24D kBt i o hd
ize ke First day week: IMonday J AutD—FI eply Settings
Perzonal Signature Reply to: I
Add signaturs to outgsing messages & Yes O Na Automatically forward all new messages? £ Yes % Mo
Signature: |Christina Eraaksma |=] Keep Copy: ( Yes (% Mo
Idanaging Director Foruard to: I J
Tel HHHEFREARET
C\?Hgﬂﬁﬁﬂﬂﬁﬂﬂ?ﬁﬂﬁ \ W'eh-MaiI Interface
eb: v, sample. example
teszages Per Page: ISD 'I
Sentmail Folder: ||
LI Template: I j

Save I LCancel I

You can either add settings or choose from various drop-down selection boxes. To add a signature block,
create it in a text editor and then cut and paste it into the text box for the personal signature.
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Manage GroupWise Distribution Lists

To select which GroupWise distribution list(s) to add the user to, right-click the user account and choose
GW Distributon Lists. Select the desired lists and click the Save Change(s) button.

[1 Help Desk Utility - v1.6.3

GroupWwise Distribution Lists

Search Parameters

(W i, D
User name: I O Berlin_DL_adrmin

stration. Berlin ACME
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[™ Stop search on first result,
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Search

| Searching Complete! |

Save Change(s] | LCancel |

Modify Account Identification Information

HDU will be configured by your network administrator to enable search and management of users within the
entire NDS/eDirectory tree or for one or more specific OU containers in the NDS/eDirectory tree. You can
search for users by first name, last name or account name. You are permitted to perform wildcard searches,
e.g. go* in the first name will find all users whose first name starts with the letters “go”. Searches are case

insensitive.
|THE||J Desk Utility - User Info: .CBraaksma.Berlin.ACME (DMNIG- ﬂ
General | DescriptionMate I
L ast hame: |Braaksma [ Account dizabled
) . - Account balance: I
First namne: |Calrlna & Al - e
v k 1
Full narme: |Calrina Braaksma i I Sl ]
. e Laws balance lirmit: I
Middle initial: [3599
Gienerational
qualifier:
Ernail: |
Address Information Dther name: I _I
Streat: | = Title: |Mr. _I
=l - —
| Lacation: |W'|nn||:|eg _I
P.O.B
o | Department: |New Department _I
City:
. Telephore  [552-780-6384 -]
State/Prov.: |
_ Fax Murmber |9'I 31631719 _I
Zip Code: |
Laszt Login: Account Has Hever Logged In Save I LCancel |

Revised: November 22, 2006 © 2002-2006 Omni Technology Solutions Inc. Page 10 of 11



omnb

HDU User Guide WWW.omni-ts.com

Uninstalling HDU

Use Windows Add/Remove Programs to uninstall HDU and HDU Configuration Tool.

Support for HDU

Most problems result from either an improperly formatted input data file, or from corrupted licence files.
Please record any error message that may appear and refer to the online web forum for HDU before
contacting Omni technical support.

Support and Maintenance Agreements

Full email and telephone support is available Monday to Friday between 8:30 a.m. and 6:00 p.m. Mountain
Time (UTC -7) for customers who have a valid support and maintenance agreement. Limited email support
may be available during extended hours. Email and telephone support is also available to customers who are
evaluating GW-CPU. If required, support will be provided to resellers, then customers with valid support and
maintenance agreements, and finally to customers evaluating products.

Contacting Support

You can contact support using any of the following methods (please make sure you provide as many details
as possible so we can better help you):

Technical Support Email: support@omni-ts.com
License Support Email: licensing@omni-ts.com

Phone: 1-780-423-4200
Fax:  1-780-423-4711

Online Resources

Online resources for HDU include:

»  Product Documentation: Go to www.omni-ts.com, select Support and follow the link for
Documentation and select Managiment Documentation

 HDU Flash Tutorials: Go to www.omni-ts.com/quicktours and choose from:
0 “Create HDU Control Files” (6 mins)

0 “Use HDU to Manage Users” (8 mins)

* Product FAQ: Go to www.omni-ts.com, select Products and choose Management. Choose Help
Desk Utility and select Frequestly Asked Questions.

*  Support Forum: www.omni-ts.com/Forum and select Help Desk Utility (HDU) forum

Free Help

Free support is available for customers who purchase licences without support and maintenance agreements
and for customers using a freeware product distributed by Omni. Free support is limited to information
available from the product documentation in .pdf format that is available for public download, online
documentation, and the online web forum. Telephone and email support can be provided on a fee per incident
or fee per hour basis, whichever is greater.
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