Omni Mobile

Get Mobile! :“.?” Client Installation Quick Start Guide

for Windows Maobile Smart Phone Devices

Getting Started

This Quick Start Guide is for Windows Mobile Smart Phones (no touch-screen support) devices. There is a separate Quick
Start Guide for Pocket PC and Windows Mobile touch-screen PDA and PDA Phone devices. We recommend your device have
a minimum of 3 MB of main memory or storage card space to hold the Omni Mobile client. If you make extensive use of at-
tachments, we recommend an additional 5 MB of main memory space or storage card space. This Guide is for Omni Mobile
2.3 or higher. Refer to the last three pages of this Guide to configure SSL on your device.

Install the Omni Mobile Client

There are two ways to install the Omni Mobile client and provision your account. The Desktop-based installation option is
used if you can cradle your device to your workstation or have Bluetooth connectivity. This option is recommended for
provisioning accounts with large address books or large numbers of calendar entries. Use your workstation to copy the client
installation files to your device. Browser-based installation is normally used if you cannot cradle your device. Use the
Internet browser on your device to copy and install the client files to your device. Installing the client takes two minutes.

© Micracalt Ariivesre w=d0h 2l Option 1 - Desktop-based Installation
Fite: Wiew  Tools | Help
@ 9 '_ ﬁ 1. Extract the omnimobile.zip file to your computer.
‘Sync Stop || Dekails Explore ptions
roce CREI 090 _|o] x| 2. Cradle your device or use a Bluetooth connection if your
E— . ... . .. W2 device and computer support it and ensure that you are
ConnecleJ File Edit Wiew Favorites Tools Help | a. . . .
Spnchioniz - connected using Microsoft ActiveSync.

J @ Back - Q - IE p Search H__'“ Folders v . .

s _ _ Bk 3. Using a file explorer on your computer, copy the
T L ETR : CrossfirePremierClient.Smartphone.cab and

' B crossfirepremierdlient Smartphane. cab Smartphone.ARM.CAB files to a folder on your device.
B smartphone, ARM.CAB
Other Places s

5. Using File Manager on your device, select and run the
@ ™y Windows Mobile-Based CrossfirePremierClient.Smartphone.cab file.

Device
My Documents
|3 Shared Documents
€ My Hetwork Places IMPORTANT
CrossfirePremierClient.Smartphone.cab can
only be installed into the device’s main memory.
The Omni Mobile client (Smartphone.ARM.CAB)
can be installed to the device internal memory or to
a SD or CF expansion card, Choose the location
with the most available memory.

5o ke W

File Manager

6. Using File Manager on your device, select and run the
Smartphone.ARM.CAB file.

Installation e Congratulations, you have installed the Omni Mobile client.

Do not start the Omni Mobile client. The next step is to

provision your account. Please refer to Page 2: Provision

E Your Omni Mobile Account
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demo.omni-mobile.comjom/i 5. 5. abc Yy Option 2 - Browser-based Installation
2] palm-LoRes.0S4pre  04-Aug-2006 15:44 924K
@ Palm-LoRes.0S5.prc  04-Aug-2006 15:44 942K
@ PocketPCARM.CAB 04-Aug-2006 15:42

1.7M @ Smartphone ARM.CAB|  04-Aug-2006

For this option, your device must have Internet access and you must be able to
browse to web sites using Internet Explorer on your device. Please ask your
network administrator for the download links for the two required files.

1. On your device, open Internet Explorer and type in the URL to the location
hosting the Omni Mobile files (CrossfirePremierClient.Smartphone.CAB
and Smartphone.ARM.CAB).

SonyEricsson.sis 04-Aug-2006 [

Download the 1.66 MB file
‘Smartphone. ARM.CAB"?

IMPORTANT

CrossfirePremierClient.Smartphone.cab can only be installed
into the device’s main memory. The Omni Mobile client
(Smartphone.ARM.CAB) can be installed to the device internal
memory or to a SD or CF expansion card, Choose the location

Downloading file Smartphone. ARM.CAB. _ -
with the most available memory.

974 KB of '1.66 MB'

2. Five-way toggle to select the CrossfirePremierClient.Smartphone.cab
file. Select Yes to download the file and automatically install after it is
downloaded.

Installation
Installing Smartphone.ARM.CAB ...

3.

Five-way toggle to select the Smartphone.ARM.CAB file. Select Yes to
download the file and automatically install after it is downloaded.

Congratulations, you have installed the Omni Mobile client.

ﬂj Omrirmaobile
Eh—:] 240107 2007 2,26
e g .ccount-Creatar

I_:_luj arnmimobile-desktop
=) configuration
m{fj pluging

07 UserData
{{3 workzpace
.eclipseproduct

Provision Your Omni Mobile Account

There are two options to provision your Omni Mobile account.
Desktop/cradle-based is recommended to provision accounts
using your workstation connection. Use this method if you have a L2 omnimobile-desktop exe
large number of emails and calendar entries or large : omnimohbile-dezktop.log

address books you want to configure on your device. On-Device ornrimabile-desktop. propertiss

(cradle or wireless) is used to copy your policies, folders, email, i fis

calendar items and address books directly to your mobile device. § omnimobile-desktop.linus. 2.4.0-2007 03. 28,127 zip

skartup.jar
Use this option if you have a small amount of data to copy to your B2 omnimobile-desktop. macosx, 2. 4.0-2007.03. 28,127 2ip
device or if you cannot cradle your device. i ornnimobile-desktopowind2, 2.4.0-2007.03.28.1 27 zip

[+ Client-MokiaSE0

Option 1 - Desktop-based Account Provisioning F-iE5) Client-Palm
.7 Client-PocketPC

For this option, your computer requires access to the internet and - Client-5onpEriczzon

the workstation program omnimobile-desktop.exe. FH]) Clientwindows-Smartphone
FE-{C2) Documentation

1. On your computer, go to c:\omnimobile\Account-Creator ) ServerInstallation

and extract the appropriate zip file. For Windows, right-click
omnimobile-desktop.win32-<appropriate version>.zip and
choose Extract here. This will create an omnimobile-desktop
folder that contains omnimobile-desktop.exe.
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Option 1 - Desktop-based Account Provisioning 'f""“"""“wes"t“" i =18l x]
. Eile:  Help.
(continued) e @
- - . & clis e Browser e |
2. Run omnimobile-desktop.exe (Windows) or & clect 2ot ELOU]
omnimobile-desktop (Linux or Mac). Specify the
correct URL (http or https) to connect to your
GroupWise WebAccess login screen, for example.
https://mail. mycompany.com/servlet/webacc Omni Mobile Client Database Setup
(for GroupWise 6.x) Bt
I htps: }{demo. omni-rmobile. comfguwebacc
q sername;
https://mail.mycompany.com/gw/webacc et
for GroupWise 7.x) T
I*******
. “USE Port (Linus Onli:
3. Provide the user name and password you |;dev:ursb;$zsso' =
normally use for GroupWise WebAccess, and click —
Logaing inta server... :I
OK. Retrieving address books. ..
Checking address book information. ..
5 address books ko retrisve,
Several minutes may pass while .PDB data fles are el
ransferred to your computer into the UserData folder
in the same directory as the omnimobile-desktop.exe. &
4. When the data files are finished copying, a message 7l
WI” appear' CIICk OK and Done. (Getting a_ddress.boo‘k‘_Gfaup\_nvise_hdﬂrgss‘.’Bonk_datébase conkent. .. . ] ’l—

5. Copy the UserData folder from

C:\omnimobile\Account-Creator\omnimobile- Messages x|

desktop on your computer to the My Pocket . e e
: : : 3 inished branferring vour accaunt information.
Pc\.PrOQram Files\Omni Mobile folder on your \%) Please copy all files from the UserData directory fa the installation:
device. directory on your device, By deFaulk, this should b
My Pocker PCHProgram Filesiomni MobileilserData,

Congratulations

You are now ready to login to Omni
Mobile.

Omni Mobile Login el £ i bt Y

. 3
AR sent Iterns
1 calendar
User Mame

(=7 Work In Progress
[robertg | 1 Trash
Passwusord

If you are using https:// and you [FEEeeeT |
get a connection error, you will
need to install the SSL

certificate (see “Provision your [ werk Offline

Mobile Device for SSL” on page 5). [ ST I

Refer to the Using Omni Mobile
Quick Start Guide for information on
how to use the Omni Mobile client.

You have instant on-line and off-line
access to your configured folders,
email, appointments, tasks, notes and
address books.
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Option 2 - "On-Device” Account Provisioning

Omni Mobile ::: Starfup Wizai = = abe Yy

Semer Address If you start the Omni Mobile client on a device that does not have account “PDB”
[rugdieme o wetye comignivensce | files provisioned, it will automatically start the “First-run Wizard”. For this op-
|“[h':” l tion, your device must have access to the Internet and you must be able to
S browse to websites with Internet Explorer on your device.
|”rn” |
IMPORTANT
The “First-run Wizard” allows the client software to connect directly to the
m Omni Mobile server to retrieve the account information based on the User
Profile that was configured. Time to complete this process will depend on
Omni Mobile == Startup Wizal | ../ 5. abc Yy the amount of mail and calendar entries, the size of address books to

N Towter detected Work T Frogrecs copy and the speed of your connection. We recommend you:
MNew folder detected: Calendar
Mew folder detected: Sent Iterms F : . : ; :
Now folder detectadt Maibost e Remain in a single location. Do not do this while moving about.
Mew folder detected: Robert Gordon . X X . L.
Neu, policy folder count: & e Configure your Omni Mobile Folder policies to Copy a minimum
g e polley - amount of email for each folder (e.g. 1 or 2 days).
Authenticating .. . . . . .
Se.r'gellr Hardshake e Configure your Omni Mobile Address Book policy to synchronize
P small address books with fewer than 100 contacts. You can add

i . large address books when you are cradle connected.

Cancel | Start

1. On your device, run the Omni Mobile client. This initiates the First-Run
Wizard. Provide the URL to your GroupWise WebAccess server, your
WHAT IS HAPPENING GroupWise login username and password, and select Start.

2. After the folder structure is copied to the device, your Omni Mobile client will
), start but the folders will not contain any email, calendar items or address
opens, it displays em.pty folc_iers that book contacts. If you are using https:// and you get a connection er-
match what you configured in your ror, you will need to install a SSL certificate (see “Provision your Mo-
Folder policy. After creating the bile Device for SSL” on page 5).

folder structure, Omni Mobile:

1. Creates the address book struc-
ture. You may see notifications
looping between Checking for
Changes and Folder changes: 1
for a few minutes.

2. Copies all contacts to the Address
Books. You will see Congratulations

sbpieving contact @ af i of Feecvclas

When the Omni Mobile client first

3. You must wait until all of the data gets copied from the Omni Mobile server
to your device before you can use your Omni Mobile client (see the “What is
Happening” sidebar).

Omni Mobile £ e ke Wi

You are now ready to use Omni = Malbox

@ {I—:l . (@| Mobile. A Sent Items

1 calendar

. . ; ; : [P Work In Progress
3. Copies all calendar items to the You have instant on-line and off-line 3 Trash

Calendar folder. access to your configured folders,
email, appointments, tasks, notes and
address books.

4. Copies all email items to the Mail-
box and other folders specified in

the Folder policy. You will see Refer to the Using Omni Mobile

Quick Start Guide for information on _—

how to use the Omni Mobile client.

LA AT T A L ] gl R 1
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Provision Your Omni Mobile Device for SSL

Omni Mobile uses SSL when you specify https:// in the Server: field in either the
FirstRun screen or in the client options (from the Tree view go to Menu > Tools >

Guide for Windows Mobile Smart Phone . Quick Start Guide

Information

Options). By default, Windows Mobile Smartphones will recognize most commercial @ bl St i

SSL certificates automatically. If there is an SSL problem you will see a connection error.

Errar; ConnectTimeout

In this case you must manually create a certificate file and install it onto the device:

1. Open Internet Explorer and access the URL for the SSL enabled GroupWise
WebAccess server e.g. https://mail.mycompany.com/gw/webacc

2. If you are prompted with a “Security Warning” window, click Yes.

Security Alert

r-‘ﬂ Information wou exchange with thiz site cannot be viewed or
. changed by others. However, there is a problern with the site's
il

zecurity certificate.

& The zecurity certificate was izsued by a company pou have
not chosen o tiust, View the certificate to determine whether
you want ta trust the certifving authority.

a The zecurity certificate date is valid.

The zecurity certificate has a walid name matching the name
of the page you are tying to view.

Do you want ta procesd?

Wiew Certificate

x|

3. In the status bar double-click the lock icon.

E-é-Dnne |_|_|_|_|E__Ii Internek ‘4,3‘

5. Clink the Details tab and ensure that the “Issuer”
value contains the correct information.

21

General  Details ICertiFicatian 'Pathl

Show

| Field | valus «
E\-‘ersion e}
ESeriaI nuriber 02 1c 05 62 &5 5d 80 a6 35 ad...
ESignature algarithrm shalRSA
Issuer DEMO-TREE, Crganizational Ca
E\-‘alid From Saturday, December 03, Z005...
E\-‘alid to Thursday, December 03, 2015...
ESubject DEMO-TREE, Crganizational Ca
Elpublic key RSA (2048 Bits) |

EditFrapertes, . | Copy ko File... |

Revised: March 28, 2007

4. In the “Certificate: window select the Certification
Path tab, highlight organizational CA and click View
Certificate.

2

General | Detale  Certification Path |

- Cerkifit

E]

i dernol. omni-mobile.com

View Cerkificate |

Certificate status:

This CA Root certificate is not trusted because it is not in the Trusted Root
Certification Authorities stare.

NOTE—It is really important to select the top object in
the certification path, e.g. “Organizational CA”.

You want to install the “Root Authority” for the SSL
certificate that the GroupWise WebAccess server provides
to browsers. If the Omni Mobile cannot verify the
certificate “Root Authority” against an installed
certificate, communications will fail.

© 2002-2007 Omni Technology Solutions Inc. Page 5 of 7
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Provision Your Omni Mobile Device for SSL (continued)

Certificate Export Wizard i N x|
Export File Format
‘Certificates can be exported in a varieky of file formats,

6. In the “"Welcome to the Certificate Export Wizard”
window, click Next >.

7. Select the "DER encorded binary X.509 (CER)” format
and click Next >.

Select the Format you wank b use:

8. Click on "Browse” and navigate to your desktop. Save % BER encoded bifary #.509 [LCER}
your certificate. It is best to name it your public
name—the name you specified “as should sync with
[server name]” e.g. demo.omni-mobile.com.cer.
The file must have a .CER extension.

" Base-64 encoded #.509 (. CER)
" Cryptographic Message Syntax Standard - PKCS #7 Certificates {.P7B)
] Include &l cerbficates i thecerhificatiom pathil possitle
i Eei'_s'ona_ul Infigrmation Exchianide - PRESFELRER
- i [ nclude al certificates in thecer bficationpathif possible
Certificate Export Wizard _ x| = ' ' it
) L [T Enabile strong protection {requives 1550, M1 4,015 or-above)
File to Export 1 ; : .
Speciy the name of the fils you Wé_nt_ b exeport: [T Delete the private ket theexport s succasstl

File riame: < Back Hext = Cancel
ents and Settings\Administrator) Deskkopydemaol . omni-maobile .com Browse... |

Click Next > to proceed.

10. Click Finish to export the certificate to your
desktop.

11. In the “The export was successful” window, click OK
to close the box.

_ — 12. Click OK on the remainder of the boxes to close
SBack. Nexts |  Cancel | them and close out of Internet Explorer.

@ Microsoft ActiveSync o ] 3

Eile  Wiew Tools Help

L) aynt | ) Botiedlle l:_:f Explare
Guest N
13. Connect your Windows Mobile device to \@}
Connected
your desktop (cradle or sync cable). ol x|
14. Start ActiveSync and click Explore and | Ble Edt Vew Favortes Tools Help | ar
navigate to the Mobile Device > Temp J Beilk o k) . L@ /f:) Search | Folders | [T17]-
folder. Information T -
J.ﬁ.gldress IB iTemp j G0

15. Copy the exported root certificate file e.g.
demo.omnimobile.com.cer from your B
desktop to the \Temp folder

Other Places &

My Windows Mabile-Based
Dervice

My Documents
| Shared Documents
W) My Metwark Places
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Provision Your Omni Mobile Device for SSL (continued) p——

Confirm

16. On your device, open “File Explorer” and navigate to

. - . You are about to install \Temp\demo.omni-
My Device >Temp, select and click the .cer file.

mobile.com.cer, a certificate issued by
: : = Organizational CA.

17. When prompted if you want to install the certificate, select Yes. Do oulii 7 o

18. You should now be able to continue with the FirstRun wizard. o

Yes I No

Omni Mobile
=] Shane Saudry
e ey Y
7 é_, Sent ltems
—? Work In Prograss

Open
Address Books

If you are running using http:// before, you can
change to using https:// by changing the Server: value

|§| ARl Omni Mobile Options™ i "1 in the client options.
i Trash fontSize  w Normal Font
Timezune Qspsts 1. From the tree view select Menu > Tools >
w GMT-07:00 Mountain Time (US & Canada). Arizona OPtions
" - Server: O York Offline '
. ‘http.fa’mui\.umni-ts.(umfgwfwebucc 2 Change the http:// tO read https:// in the
®futomaticLogin B Enable Sound S .
When on-line, connect: erver' teXt bOX'
@ Client push )
Dl 3. Select Save to save the settings and close the
sk when itemn sent - . -
client options window.

S | ket The Omni Mobile client will immediately attempt to

connect with the Omni Mobile server and confirm that
communications are working.

Note: The above process to install SSL certificates will only work on Windows Mobile
Smartphone devices that have an Unrestricted Application Security Policy. If your mobile
device has been

restricted by your service provider to only allow registered certificates to be added, you
will receive a warning message similar to:

“This device is currently secured such that certificates cannot be
added to the root store. For support, please contact your device
administrator.”

In these cases, we recommend you use a Commercial SSL Certificate or you contact your
mobile operator for information about how to have your certificate imported. Verizon and
Sprint are examples of mobile providers that have restricted application signature
requirements.
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